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Life in the 
automated 
society:  
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decision-making 
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about it
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to the future of protest: “Fuck the algorithm”. Scared that 
the government was casually – and opaquely – automat-
ing their future, no matter how inconsistent with their skills 
and efforts, students screamed for the right not to have 
their life chances unduly affected by bad code. They wanted 
to have a say, and what they said should be heard.

Algorithms are neither “neutral” nor “objective” even 
though we tend to think that they are. They replicate the as-
sumptions and beliefs of those who decide to deploy them 
and program them. Humans, therefore, are, or should be, 
responsible for both good and bad algorithmic choices, not 
“algorithms” or ADM systems. The machine may be scary, 
but the ghost within it is always human. And humans are 
complicated, even more so than algorithms.

The protesting students were not as naive as to believe that 
their woes were solely the fault of an algorithm, anyway. 
In fact, they were not chanting against “the algorithm” in 
an outburst of technological determinism; they were mo-
tivated by an urge to protect and promote social justice. 
In this respect, their protest more closely resembles that 
of the Luddites. Just as the labor movement that crushed 
mechanized looms and knitting frames in the 19th Century, 
they know that ADM systems are about power, and should 
not be mistaken for being an allegedly objective technol-
ogy. So, they chanted “justice for the working class”, asked 
for the resignation of the Health Secretary, portrayed the 
ADM system as “classism at its finest”, “blatant classism”. 

Eventually, the students succeeded in abolishing the system 
which put their educational career and chances in life at 
risk: in a spectacular U-turn, the UK government scrapped 
the error-prone ADM system and utilized the grades pre-
dicted by teachers.

But there’s more to this story than the fact that the pro-
testers won in the end. This example highlights how poorly 
designed, implemented, and overseen systems that repro-
duce human bias and discrimination fail to make use of the 
potential that ADM systems have, such as leveraging com-
parability and fairness. 

More clearly than many struggles in the past, this protest 
reveals that we’re no longer just automating society. We 
have automated it already – and, finally, somebody noticed.

On a cloudy August day in London, students were angry. 
They flocked to Parliament Square by the hundreds, in pro-
test – their placards emblazoned with support for unusual 
allies: their teachers, and an even more unusual target: an 
algorithm.

Due to the COVID-19 pandemic, schools closed in March in 
the United Kingdom. With the virus still raging throughout 
Europe over the summer of 2020, students knew that their 
final exams would have to be canceled, and their assess-
ments – somehow – changed. What they could not have 
imagined, however, was that thousands of them would end 
up with lower than expected grades as a result.

Students protesting knew what was to blame, as apparent 
by their signs and chants: the automated decision-making 
(ADM) system deployed by the Office of Qualifications and 
Examinations Regulation (Ofqual). It planned to produce 
the best data-based assessment for both General Certifi-
cates of Secondary Education and A-level results, in such 
a way that “the distribution of grades follows a similar pat-
tern to that in other years, so that this year’s students do 
not face a systemic disadvantage as a consequence of cir-
cumstances this year”.

The government wanted to avoid the excess of optimism1 
that would have resulted from human judgment alone, ac-
cording to its own estimates: compared to the historical se-
ries, grades would have been too high. But this attempt to 
be “as far as possible, fair to students who had been unable 
to sit their exams this summer” failed spectacularly, and, 
on that grey August day of protest, the students kept on 
coming, performing chants, and holding signs to express an 
urgent need for social justice. Some were desperate, some 
broke down and cried.

“Stop stealing our future”, read one placard, echoing the Fri-
days for Future protests of climate activists. Others, howev-
er, were more specifically tailored to the flaws of the ADM 
grading system: “Grade my work, not my postcode”, we’re 
“students, not stats”, they read, denouncing the discrimina-
tory outcomes of the system2.

Finally, a chant erupted from the crowd, one that has come 

1	 “The research literature suggests that, in estimating the grades 
students are likely to achieve, teachers tend to be optimistic (although 
not in all cases)”, writes Ofqual, cfr. https://assets.publishing.service.
gov.uk/government/uploads/system/uploads/attachment_data/
file/909035/6656-2_-_Executive_summary.pdf 

2	 Cfr. the UK chapter for details.
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increasingly will be – so crucial in everyone’s lives that we 
needed to try and communicate how they work, and what 
they actually do to us, in both rigorous and new ways, to 
reach all kinds of audiences. After all, ADM systems have an 
impact on all of us.

Or at least they should. We’ve seen, for example, how a new, 
automated, proactive service distributes family benefits in 
Estonia. Parents no longer even need to apply for benefits: 
from birth, the state collects all the information about each 
newborn and their parents and collates it in databases. As 
a result, the parents automatically receive benefits if they 
are entitled to them.

In Finland, the identification of individual risk factors relat-
ed to social exclusion in young adults is automated through 
a tool developed by the Japanese giant, Fujitsu. In France, 
data from social networks can be scraped to feed machine 
learning algorithms that are employed to detect tax fraud.

Italy is experimenting with “predictive jurisprudence”. This 
uses automation to help judges understand trends from 
previous court rulings on the subject at hand. And, in Den-
mark, the government tried to monitor every keyboard and 
mouse click on students’ computers during exams, causing 
– again – massive student protests that led to the withdraw-
al of the system, for the time being.

/ Time to put ADM wrongs to right
In principle, ADM systems have the potential to benefit 
people’s lives – by processing huge amounts of data, sup-
porting people in decision-making processes, and providing 
tailored applications.

In practice, however, we found very few cases that convinc-
ingly demonstrated such a positive impact.

For example, the VioGén system, deployed in Spain since 
2007 to assess risk in cases of domestic violence, while far 
from perfect, shows “reasonable performance indexes” and 
has helped protect many women from violence.

In Portugal, a centralized, automated system deployed to 
deter fraud associated with medical prescriptions has re-
portedly reduced fraud by 80% in a single year. A similar 
system, in Slovenia, used to combat tax fraud has proved 
useful for inspectors, according to tax authorities4.

4	 Cfr. the chapter on Slovenia for details.

/ From Automating Society to the 
automated society
When launching the first edition of this report, we decided 
to call it “Automating Society”, as ADM systems in Europe 
were mostly new, experimental, and unmapped – and, 
above all, the exception rather than the norm.

This situation has changed rapidly. As clearly shown by the 
many cases gathered in this report through our outstand-
ing network of researchers, the deployment of ADM sys-
tems has vastly increased in just over a year. ADM systems 
now affect almost all kinds of human activities, and, most 
notably, the distribution of services to millions of European 
citizens – and their access to their rights.

The stubborn opacity surrounding the ever-increasing use 
of ADM systems has made it all the more urgent that we 
continue to increase our efforts. Therefore, we have added 
four countries (Estonia, Greece, Portugal, and Switzerland) 
to the 12 we already analyzed in the previous edition of this 
report, bringing the total to 16 countries. While far from ex-
haustive, this allows us to provide a broader picture of the 
ADM scenario in Europe. Considering the impact these sys-
tems may have on everyday life, and how profoundly they 
challenge our intuitions – if not our norms and rules – about 
the relationship between democratic governance and auto-
mation, we believe this is an essential endeavor.

This is especially true during the COVID-19 pandemic, a time 
in which we have witnessed the (mostly rushed) adoption of 
a plethora of ADM systems that aim to contribute to securing 
public health through data-based tools and automation. We 
deemed this development to be so important that we decid-
ed to dedicate a “preview report” to it, published3 in August 
2020 within the scope of the ‘Automating Society’ project. 

Even in Europe, when it comes to the deployment of ADM 
systems, the sky is the limit. Just think of some of the cases 
introduced in this report, adding to the many – from wel-
fare to education, the health system, to the judiciary – that 
we already reported on in the previous edition. In the fol-
lowing pages, and for the first time, we provide updates 
on the development of these cases in three ways. Firstly, 
through journalistic stories, then, through research-based 
sections cataloging different examples, and, finally, with 
graphic novels. We felt that these ADM systems are – and 

3	 ‘Automated Decision-Making Systems in the COVID-19 Pandemic: 
A European Perspective’, https://algorithmwatch.org/en/project/
automating-society-2020-covid19/ 
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New ADM deployments continue, even in the face of mount-
ing evidence of their lack of accuracy. And when challenges 
emerge, proponents of these systems simply try and find 
their way around them. In Belgium, a face recognition sys-
tem used by the police is still “partially active”, even though 
a temporary ban has been issued by the Oversight Body for 
Police Information. And, in Slovenia, the use of face recogni-
tion technology by the police was legalized five years after 
they first started using it.

This trend, if not challenged, risks normalizing the idea of 
being constantly – and opaquely – watched, thus crystalliz-
ing a new status quo of pervasive mass surveillance. This 
is why many from the civil liberties community would have 
welcomed a much more aggressive policy response by EU 
institutions to this5.

Even the act of smiling is now part of an ADM system piloted 
in banks in Poland: the more an employee smiles, the bet-
ter the reward. And it’s not just faces that are being moni-
tored. In Italy, a sound surveillance system was proposed as 
an anti-racism tool to be used in all football stadiums.

/ Black boxes are still black boxes
A startling finding in this report is that, while change hap-
pened rapidly regarding the deployment of ADM systems, 
the same is not true when it comes to the transparency of 
these systems. In 2015, Brooklyn Law School professor, 
Frank Pasquale, famously called a networked society based 
on opaque algorithmic systems a “black box society”. Five 
years later, and the metaphor, unfortunately, still holds – 
and applies to all the countries we studied for this report, 
across the board: there is not enough transparency con-
cerning ADM systems – neither in the public, nor the private 
sector. Poland even mandates opacity, with the law that 
introduced its automated system to detect bank accounts 
used for illegal activities (“STIR”). The law states that the 
disclosure of adopted algorithms and risk indicators may 
result in up to 5 years in jail.

While we firmly reject the idea that all such systems are in-
herently bad – we embrace an evidence-based perspective 
instead – it is undoubtedly bad to be unable to assess their 
functioning and impact based on accurate and factual knowl-
edge. If only because opacity severely impedes the gathering 
of evidence that is necessary to come to an informed judg-
ment on the deployment of an ADM system in the first place.

5	 As detailed in the EU chapter.

When looking at the current state of ADM systems in Europe, 
positive examples with clear benefits are rare. Throughout 
the report, we describe how the vast majority of uses tend 
to put people at risk rather than help them. But, to truly 
judge the actual positive and negative impact, we need 
more transparency about goals and more data about the 
workings of ADM systems that are tested and deployed.

The message for policy-makers couldn’t be clearer. If we 
truly want to make the most of their potential, while at the 
same time respecting human rights and democracy, the 
time to step up, make those systems transparent, and put 
ADM wrongs right, is now,.

/ Face recognition, face 
recognition, everywhere
Different tools are being adopted in different countries. 
One technology, however, is now common to most: face 
recognition. This is arguably the newest, quickest, and most 
concerning development highlighted in this report. Face 
recognition, nearly absent from the 2019 edition, is being 
trialed and deployed at an alarming rate throughout Eu-
rope. In just over a year since our last report, face recogni-
tion is present in schools, stadiums, airports, and even in 
casinos. It is also used for predictive policing, to apprehend 
criminals, against racism, and, regarding the COVID-19 
pandemic, to enforce social distancing, both in apps and 
through “smart” video-surveillance.

Face recognition,  
nearly absent 
from the 2019 
edition, is being 
trialed and 
deployed at an 
alarming rate 
throughout 
Europe.
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system for fully automated decisions related to social ben-
efit applications. In Berlin, the Südkreuz train station face 
recognition pilot project failed to lead to the implementa-
tion of the system anywhere in Germany. This was thanks 
to the loud opposition of activists, so loud that they man-
aged to influence party positions and, ultimately, the gov-
ernment’s political agenda.

Greek activists from Homo Digitalis showed that no real 
traveler participated in the Greek pilot trials of a system 
called ‘iBorderCtrl’, an EU-funded project that aimed to use 
ADM to patrol borders, thus revealing that the capabilities 
of many such systems are frequently oversold. Meanwhile, 
in Denmark, a profiling system for the early detection of 
risks associated with vulnerable families and children (the 
so-called “Gladsaxe model”) was put on hold thanks to the 
work of academics, journalists, and the Data Protection Au-
thority (DPA).

DPAs themselves played an important role in other coun-
tries too. In France, the national privacy authority ruled 
that both a sound surveillance project and one for face rec-
ognition in high schools were illegal. In Portugal, the DPA 
refused to approve the deployment of video surveillance 
systems by the police in the municipalities of Leiria and 
Portimão as it was deemed disproportionate and would 
have amounted to “large-scale systematic monitoring and 
tracking of people and their habits and behavior, as well 
as identifying people from data relating to physical charac-
teristics”. And, in the Netherlands, the Dutch DPA asked for 
more transparency in predictive algorithms used by gov-
ernment agencies.

Lastly, some countries have referred to an ombudsperson 
for advice. In Denmark, this advice helped to develop strate-
gies and ethical guidelines for the use of ADM systems in the 
public sector. In Finland, the deputy parliamentary ombud-
sperson considered automated tax assessments unlawful.

And yet, given the continued deployment of such systems 
throughout Europe, one is left wondering: is this level of 
oversight enough? When the Polish ombudsperson ques-
tioned the legality of the smile detection system used in a 
bank (and mentioned above), the decision did not prevent 
a later pilot in the city of Sopot, nor did it stop several com-
panies from showing an interest in adopting the system.

When coupled with the difficulty both our researchers 
and journalists found in accessing any meaningful data on 
these systems, this paints a troubling scenario for whoever 
wishes to keep them in check and guarantee that their de-
ployment is compatible with fundamental rights, the rule of 
law, and democracy.

/ Challenging the algorithmic 
status quo
What is the European Union doing about this? Even though 
the strategic documents produced by the EU Commission, 
under the guidance of Ursula Von der Leyen, refer to “artifi-
cial intelligence” rather than ADM systems directly, they do 
state laudable intentions: promoting and realizing a “trust-
worthy AI” that puts “people first”6.

However, as described in the EU chapter, the EU’s overall 
approach prioritizes the commercial and geopolitical im-
perative to lead the “AI revolution” over making sure that its 
products are consistent with democratic safeguards, once 
adopted as policy tools.

This lack of political courage, which is most apparent in 
the decision to ditch any suggestion of a moratorium on 
live face recognition technologies in public places in its AI 
regulation package, is surprising. Especially at a time when 
many Member States are witnessing an increasing number 
of legal challenges – and defeats – over hastily deployed 
ADM systems that have negatively impacted the rights of 
citizens.

A landmark case comes from the Netherlands, where civil 
rights activists took an invasive and opaque automated sys-
tem, supposed to detect welfare fraud (SyRI), to court and 
won. Not only was the system found in violation of the Eu-
ropean Convention on Human Rights by the court of The 
Hague in February, and therefore halted. The case also set 
a precedent: according to the ruling, governments have a 
“special responsibility” to safeguard human rights when 
implementing such ADM systems. Providing much-needed 
transparency is considered a crucial part of this.

Since our first report, media and civil society activists have 
established themselves as a driving force for accountability 
in ADM systems. In Sweden, for example, journalists man-
aged to force the release of the code behind the Trelleborg 

6	 Cfr. the EU chapter, and in particular the section on the EU 
Commission’s ‘White Paper on AI’
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This is especially troubling when coupled with the endemic 
lack of skills and competences around ADM systems in the 
public sector lamented by many researchers. How could 
public officials explain or provide transparency of any kind 
around systems they don’t understand?

Recently, some countries tried to address this issue. Esto-
nia, for example, set up a competence center suited to ADM 
systems to better look into how they could be used to de-
velop public services and, more specifically, to inform the 
operations of the Ministry of Economic Affairs and Commu-
nications and the State Chancellery for the development of 
e-government. Switzerland also called for the creation of a 
“competence network” within the broader framing of the 
“Digital Switzerland” national strategy.

And yet, the lack of digital literacy is a well-known issue af-
fecting a large proportion of the population in several Euro-
pean countries. Besides, it is tough to call for the enforce-
ment of rights you don’t know you have. Protests in the UK 
and elsewhere, together with high profile scandals based 
on ADM systems8, have certainly raised awareness of both 
the risks and opportunities of automating society. But while 
on the rise, this awareness is still in its early stages in many 
countries.

The results from our research are clear: while ADM systems 
already affect all sorts of activities and judgments, they are 
still mainly deployed without any meaningful democratic 
debate. Also, it is the norm, rather than the exception, that 

8	 Think of the “Buona Scuola” algorithm debacle in Italy, cfr. the chapter 
on Italy.

/ Lack of adequate auditing, 
enforcement, skills, and 
explanations
Activism is mostly a reactive endeavor. Most of the time, activ-
ists can only react if an ADM system is being trialed or if one 
has already been deployed. By the time citizens can organize 
a response, their rights may have been infringed upon un-
necessarily. This can happen even with the protections that 
should be granted, in most cases, by EU and Member States’ 
law. This is why proactive measures to safeguard rights – be-
fore pilots and deployments take place – are so important.

And yet, even in countries where protective legislation is in 
place, enforcement is just not happening. In Spain, for ex-
ample, “automated administrative action” is legally codified, 
mandating specific requirements in terms of quality control 
and supervision, together with the audit of the information 
system and its source code. Spain also has a Freedom of 
Information law. However, even with these laws, only rare-
ly, our researcher writes, do public bodies share detailed 
information about the ADM systems they use. Similarly, in 
France, a 2016 law exists that mandates algorithmic trans-
parency, but again, to no avail.

Even bringing an algorithm to court, according to the spe-
cific provisions of an algorithmic transparency law, may not 
be enough to enforce and protect users’ rights. As the case 
of the Parcoursup algorithm to sort university applicants 
in France shows7, exceptions can be carved out at will to 
shield an administration from accountability.

7	 Cfr. the chapter on France

A startling finding in this 
report is that, while change 
happened rapidly regarding the 
deployment of ADM systems, 
the same is not true when it 
comes to the transparency of 
these systems.
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hat, and a bunny appears as a result, but the process is and 
should remain a “black box”.

Many researchers involved in the ‘Automating Society’ pro-
ject denounced this as the fundamental flaw in the reason-
ing behind many of the ADM systems they describe. This 
also implies, as shown in the chapter on Germany, that 
most critiques of such systems are framed as an all-out re-
jection of “innovation”, portraying digital rights advocates 
as “neo-luddites”. This not only ignores the historical reality 
of the Luddite movement, which dealt in labor policies and 
not technologies per se, but also, and more fundamentally, 
threatens the effectiveness of hypothesized oversight and 
enforcement mechanisms.

At a time when the “AI” industry is witnessing the emer-
gence of a “lively” lobbying sector, most notably in the UK, 
this might result in “ethics-washing” guidelines and other 
policy responses that are ineffective and structurally inade-
quate to address the human rights implications of ADM sys-
tems. This view ultimately amounts to the assumption that 
we humans should adapt to ADM systems, much more than 
ADM systems should be adapted to democratic societies.

To counter this narrative, we should not refrain from foun-
dational questions: whether ADM systems can be compat-
ible with democracy and deployed for the benefit of society 
at large, and not just for parts of it. It might be the case, for 
example, that certain human activities – e.g., those concern-
ing social welfare – should not be subject to automation, or 
that certain technologies – namely, live face recognition in 
public spaces – should not be promoted in an endless quest 
for “AI leadership”, but banned altogether instead. 

Even more importantly, we should reject any ideological 
framing that prevents us from posing such questions. On 
the contrary: what we need to see now is actual policies 
changing – in order to allow greater scrutiny of these sys-
tems. In the following section we list the key demands that 
result from our findings. We hope that they will be widely 
discussed, and ultimately implemented.

Only through an informed, inclusive, and evidence-based 
democratic debate can we find the right balance between 
the benefits that ADM systems can – and do – provide in 
terms of speed, efficiency, fairness, better prevention, and 
access to public services, and the challenges they pose to 
the rights of us all.

enforcement and oversight mechanisms – if they even exist 
– lag behind deployment.

Even the purpose of these systems is not commonly justi-
fied or explained to affected populations, not to mention 
the benefits they are supposed to gain. Think of the “Au-
roraAI” proactive service in Finland: it is supposed to auto-
matically identify “life events”, as our Finnish researchers 
report, and in the minds of proponents, it should work as 
“a nanny” that helps citizens meet particular public service 
needs that may arise in conjunction with certain life circum-
stances, e.g., moving to a new place, changing family rela-
tions, etc. “Nudging” could be at work here, our researchers 
write, meaning that instead of empowering individuals, the 
system might end up doing just the opposite, suggesting 
certain decisions or limiting an individual’s options through 
its own design and architecture.

It is then all the more important to know what it is that is 
being “optimized” in terms of public services: “is service us-
age maximized, are costs minimized, or is citizen well-being 
improved?”, ask the researchers. “What set of criteria are 
these decisions based on and who choses them?” The mere 
fact that we don’t have an answer to these fundamental 
questions speaks volumes about the degree of participa-
tion and transparency that is allowed, even for such a po-
tentially invasive ADM system.

/ The techno-solutionist trap
There is an overarching ideological justification for all this. It 
is called “technological solutionism”, and it still severely af-
fects the way in which many of the ADM systems we studied 
are developed. Even if the term has been long-denounced 
as a flawed ideology that conceives of every social problem 
as a “bug” in need of a “fix” through technology9, this rheto-
ric is still widely adopted – both in the media and in policy 
circles – to justify the uncritical adoption of automated 
technologies in public life.

When touted as “solutions”, ADM systems immediately veer 
into the territory described in Arthur C. Clarke’s Third Law: 
magic. And it is difficult, if not impossible, to regulate magic, 
and even more so to provide transparency and explana-
tions around it. One can see the hand reaching inside the  
 

9	 See Evgeny Morozov (2014), To Save Everything, Click Here. The 
Folly of Technological Solutionism, Public Affairs, https://www.
publicaffairsbooks.com/titles/evgeny-morozov/to-save-everything-click-
here/9781610393706/
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parency requirements should also apply to the use of ADM 
systems by private entities when an AI/ADM system has a 
significant impact on an individual, a specific group, or so-
ciety at large.

/ Introduce legally-binding data access 
frameworks to support and enable 
public interest research

Increasing transparency not only requires disclosing in-
formation about a system’s purpose, logic, and creator, as 
well as the ability to thoroughly analyze, and test a system’s 
inputs and outputs. It also requires making training data 
and data results accessible to independent researchers, 
journalists, and civil society organizations for public inter-
est research.

That’s why we suggest the introduction of robust, legally-
binding data access frameworks, focused explicitly on sup-
porting and enabling public interest research and in full 
respect of data protection and privacy law.

Learning from existing best practices at the national and 
EU levels, such tiered frameworks should include systems 
of sanctions, checks and balances as well as regular re-
views. As private data-sharing partnerships have illustrat-
ed, there are legitimate concerns regarding user privacy 
and the possible de-anonymization of certain kinds of 
data.

Policymakers should learn from health data sharing frame-
works to facilitate privileged access to certain kinds of 
more granular data, while ensuring that personal data is 
adequately protected (e.g., through secure operating envi-
ronments).

While an effective accountability framework will require 
transparent access to platform data, this is a requirement 
for many auditing approaches to be effective as well.

2. �Create a meaningful 
accountability framework for 
ADM systems

As findings from Spain and France have shown, even if 
transparency of an ADM system is required by law and/or 
information has been disclosed, this does not necessarily 
result in accountability. Further steps are needed to ensure 
that laws and requirements are actually enforceable.

Policy 
Recommendations 
In light of the findings detailed in the 2020 edition of the 
Automating Society report, we recommend the following 
set of policy interventions to policymakers in the EU parlia-
ment and Member States’ parliaments, the EU Commission, 
national governments, researchers, civil society organiza-
tions (advocacy organizations, foundations, labor unions, 
etc.), and the private sector (companies and business asso-
ciations). The recommendations aim to better ensure that 
ADM systems currently being deployed and those about to 
be implemented throughout Europe are effectively consist-
ent with human rights and democracy:

1. Increase the transparency of 
ADM systems

Without the ability to know precisely how, why, and to what 
end ADM systems are deployed, all other efforts for the 
reconciliation of fundamental rights and ADM systems are 
doomed to fail.

/ Establish public registers for ADM 
systems used within the public sector

We, therefore, ask for legislation to be enacted at the EU 
level to mandate that Member States establish public regis-
ters of ADM systems used by the public sector.

They should come with the legal obligation for those re-
sponsible for the ADM system to disclose and document 
the purpose of the system, an explanation of the model 
(logic involved), and information about who developed 
the system. This information has to be made available in 
an easily readable and accessible manner, including struc-
tured digital data based on a standardized protocol.

Public authorities have a particular responsibility to make 
the operational features of ADM systems deployed in pub-
lic administration transparent. This was underlined by a 
recent administrative complaint in Spain, that argues that 
“any ADM system used by the public administration should 
be made public by default”. If upheld, the ruling could be-
come precedent in Europe.

Whereas disclosure schemes on ADM systems should be 
mandatory for the public sector in all cases, these trans-
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We furthermore demand the provision of adequate re-
sources to support/fund research projects on developing 
models to effectively audit algorithmic systems.

/ Support civil society organizations as 
watchdogs of ADM systems

Our findings clearly indicate that the work of civil society or-
ganizations is crucial in effectively challenging opaque ADM 
systems. Through research and advocacy, and, often, in co-
operation with academia and journalists, they repeatedly in-
tervened in policy debates around those systems over recent 
years, in several cases effectively making sure that the public 
interest and fundamental rights are duly considered both be-
fore and after their deployment in many European countries.

Civil society actors should, therefore, be supported as 
watchdogs of the “automating society”. As such, they are an 
integral component of any effective accountability frame-
work for ADM systems.

/ Ban face recognition that might 
amount to mass surveillance

Not all ADM systems are equally dangerous, and a risk-
based approach to regulation, such as Germany’s and the 
EU’s, correctly reflects this. But in order to provide workable 
accountability for systems that are identified as risky, effec-
tive oversight and enforcement mechanisms must be put 
in place. This is all the more important for those deemed at 
“high risk” of infringing on users’ rights.

A crucial example that emerged from our findings is face 
recognition. ADM systems that are based on biometric 
technologies, including face recognition, have been shown 
to pose a particularly serious threat to the public interest 
and fundamental rights, as they clear the path to indiscrimi-
nate mass surveillance – and especially as they are widely, 
and opaquely, deployed nonetheless.

We demand that public uses of face recognition that might 
amount to mass surveillance are decisively banned until 
further notice, and urgently, at the EU level.

Such technologies may even be considered as already ille-
gal in the EU, at least for certain uses, if deployed without 
“specific consent” of the scanned subjects. This legal read-
ing has been suggested by the authorities in Belgium, who 
issued a landmark fine for face recognition deployments in 
the country.

/ Develop and establish approaches to 
effectively audit algorithmic systems

To ensure that transparency is meaningful, we need to 
complement the first step of establishing a public register 
by processes that effectively audit algorithmic systems.

The term “auditing” is widely used, but there is no com-
mon understanding of the definition. We understand au-
diting in this context in accordance with ISO’s definition 
as a “systematic, independent and documented process 
for obtaining objective evidence and evaluating it objec-
tively to determine the extent to which the audit criteria 
are fulfilled.”10

We do not have satisfying answers to the complex ques-
tions11 raised by the auditing of algorithmic systems yet; 
however, our findings clearly indicate the need to find an-
swers in a broad, stakeholder engagement process and 
through thorough and dedicated research.

Both audit criteria and appropriate processes of auditing 
should be developed, following a multi-stakeholder ap-
proach that actively takes into consideration the dispropor-
tionate effect ADM systems have on vulnerable groups and 
solicits their participation.

We, therefore, ask policymakers to initiate such stakehold-
er processes in order to clarify the outlined questions, and 
to make available sources of funding aimed at enabling the 
participation by stakeholders who have so far been inad-
equately represented.

10	 https://www.iso.org/obp/ui/#iso:std:iso:19011:ed-3:v1:en

11	 Thinking of potential models of algorithmic auditing, several questions 
emerge. 1) Who/what (services/platforms/products) should be audited? 
How to customize the auditing systems to the type of platform/
type of service? 2) When should an audit be undertaken by a public 
institution (at EU level, national level, local level), and when can it be 
done by private entities/experts (business, civil society, researchers)? 
3) How to clarify the distinction between assessing impact ex-ante (i.e. 
in the design phase) and ex-post (i.e. in operation) and the respective 
challenges? 4) How to assess trade-offs in the different virtues and 
vices of auditability? (e.g., simplicity, generality, applicability, precision, 
flexibility, interpretability, privacy, efficacy of an auditing procedure 
may be in tension). 5) Which information needs to be available for 
an audit to be effective and reliable (e.g., source code, training data, 
documentation)? Do auditors need to have physical access to systems 
during operation in order to audit effectively? 6) What obligation to 
produce proof is necessary and proportionate for vendors/service 
providers? 7) How can we ensure the auditing is possible? Do auditing 
requirements need to be considered in the design of algorithmic 
systems (“auditable by construction”)? 8) Rules for publicity: When an 
audit is negative, and the problems are not solved, what should be the 
behavior of the auditor, in what way can it be made public that a failure 
occurred? 9) Who audits the auditors? How to make sure the auditors 
are held accountable?
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/ Promote an inclusive and diverse 
democratic debate around ADM systems

Next to strengthening capacities and competencies with 
those deploying ADM systems, it is also vital to advance 
algorithmic literacy in the general public through broader 
debate and diverse programs.

Our findings suggest that ADM systems not only remain 
non-transparent to the wider public when they are in use, 
but that even the decision whether or not to deploy an ADM 
system in the first place is usually taken without either the 
knowledge or participation of the public.

There is, therefore, an urgent need to include the public 
(interest) in the decision-making on ADM systems from the 
very beginning.

More generally, we need a more diverse public debate 
about the impact of ADM. We need to move beyond exclu-
sively addressing expert groups and make the issue more 
accessible to the wider public. That means speaking a lan-
guage other than the techno-judicial to engage the public 
and spark interest.

In order to do so, detailed programs – to build and advance 
digital literacy – should also be put in place. If we aim at 
enhancing an informed public debate and creating digital 
autonomy for citizens in Europe, we have to start by build-
ing and advancing digital literacy, with a specific focus on 
the social, ethical, and political consequences of adopting 
ADM systems.

3. �Enhance algorithmic literacy 
and strengthen public debate 
on ADM systems 

More transparency of ADM systems can only be truly 
useful if those confronted with them, such as regulators, 
government, and industry bodies, can deal with those 
systems and their impact in a responsible and prudent 
manner. In addition, those affected by these systems 
need to be able to understand, where, why, and how 
these systems are deployed. This is why we need to en-
hance algorithmic literacy at all levels, with important 
stakeholders as well as the general public, and to rein-
force more diverse public debates about ADM systems 
and their impact on society.

/ Establish independent centers of 
expertise on ADM

Together with our demand for algorithmic auditing and 
supporting research, we call for the establishment of inde-
pendent centers of expertise on ADM at the national level to 
monitor, assess, conduct research, report on, and provide 
advice to government and industry in coordination with 
regulators, civil society, and academia about the societal 
and human rights implications of the use of ADM systems. 
The overall role of these centers is to create a meaningful 
accountability system and to build capacity.

The national centers of expertise should involve civil society 
organizations, stakeholder groups, and existing enforce-
ment bodies such as DPAs and national human rights bod-
ies to benefit all aspects of the ecosystem and build trust, 
transparency, and cooperation between all actors.

As independent statutory bodies, the centers of expertise 
would have a central role in coordinating policy develop-
ment and national strategies relating to ADM and in helping 
to build the capacity (competence/skills) of existing regula-
tors, government, and industry bodies to respond to the 
increased use of ADM systems.

These centers should not have regulatory powers, but pro-
vide essential expertise on how to protect individual human 
rights and prevent collective and societal harm. They should, 
for instance, support small and medium-sized enterprises 
(SMEs) in fulfilling their obligations under human rights due 
diligence, including conducting human rights assessments 
or algorithmic impact assessments, and by registering ADM 
systems in the public register discussed above.
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As automated decision-making 
systems take center stage for 
distributing rights and services 
within Europe, institutions across 
the region increasingly recognize 
their role in public life, both 
in terms of opportunities and 
challenges. 
By Kristina Penner and Fabio Chiusi

European 
Union:  
Setting the 
stage for  
the future  
of ADM  
in Europe
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Since our first report in January 2019 – and even though the 
EU is still mired in the broader debate around “trustworthy” 
artificial intelligence – several bodies, from the EU Parlia-
ment to the Council of Europe, have published documents 
aimed at setting the EU and Europe on a course to deal with 
ADM over the coming years, if not decades.

In summer 2019, newly elected Commission President, Ur-
sula von der Leyen, a self-stated “tech optimist”, pledged 
to put forward “legislation for a coordinated European ap-
proach on the human and ethical implications of artificial 
intelligence” and to “regulate Artificial Intelligence (AI)” with-
in 100 days of taking office. Instead, in February 2020, the 
European Commission published a ‘White Paper’ on AI con-
taining “ideas and actions” – a strategy package that aims 
to inform citizens and pave the way for future legislative 
action. It also makes the case for European “technological 
sovereignty”: in Von der Leyen’s own terms, this translates 
into “the capability that Europe must have to make its own 
choices, based on its own values, respecting its own rules”, 
and should “help make tech optimists of us all”.

A second fundamental endeavor affecting ADM in Europe is 
the Digital Services Act (DSA), announced in Von der Leyen’s 
‘Agenda for Europe’ and supposed to replace the E-Com-
merce Directive that has been in place since 2000. It aims to 
“upgrade our liability and safety rules for digital platforms, 

services and products, and complete our Digital Single Mar-
ket” – thus leading to foundational debates around the role 
of ADM in content moderation policies, intermediary liabil-
ity, and freedom of expression more generally1.

An explicit focus on ADM systems can be found in a Resolu-
tion approved by the EU Parliament’s Internal Market and 
Consumer Protection Committee, and in a Recommenda-
tion “on the human rights impacts of algorithmic systems” 
by the Council of Europe’s Committee of Ministers.

The Council of Europe (CoE), in particular, was found to be 
playing an increasingly important role in the policy debate 
on AI over the last year, and even though its actual impact 
on regulatory efforts remains to be seen, a case can be 
made for it to serve as the “guardian” of human rights. This 
is most apparent in the Recommendation, ‘Unboxing Artifi-
cial Intelligence: 10 steps to protect Human Rights’, by the 
CoE’s Commissioner on Human Rights, Dunja Mijatović, and 
in the work of the Ad Hoc Committee on AI (CAHAI) founded 
in September 2019.

Many observers see a fundamental tension between busi-
ness and rights imperatives in how EU institutions, and es-

1	 Detailed remarks and recommendations around ADM systems in the 
context of the DSA can be found in the outputs of AlgorithmWatch’s 
‘Governing Platforms’ project. 

Many observers see a 
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business and rights imperatives 

in how EU institutions, and 
especially the Commission, are 
framing their reflections and 

proposals on AI and ADM. 
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pecially the Commission, are framing their reflections and 
proposals on AI and ADM. On the one hand, Europe wants 
“to increase the use of, and demand for, data and data-en-
abled products and services throughout the Single Market”; 
thereby becoming a “leader” in business applications of AI, 
and boosting the competitiveness of EU firms in the face of 
mounting pressure from rivals in the US and China. This is 
all the more important for ADM, the assumption being that, 
through this “data-agile” economy, the EU “can become a 
leading role model for a society empowered by data to 
make better decisions – in business and the public sector”. 
As the White Paper on AI puts it, “Data is the lifeblood of 
economic development”.

Whereas on the other hand, the automatic processing of 
data about a citizen’s health, job, and welfare can form de-
cisions with discriminatory and unfair results. This “dark 
side” of algorithms in decision-making processes is tackled 
in the EU toolbox through a series of principles. In the case 
of high-risk systems, rules should guarantee that automat-
ed decision-making processes are compatible with human 
rights and meaningful democratic checks and balances. 
This is an approach that EU institutions label as “human-
centric” and unique, and as fundamentally opposed to 
those applied in the US (led by profit) and China (led by na-
tional security and mass surveillance).

However, doubts have emerged as to 
whether Europe can attain both goals at 
the same time. Face recognition is a case 
in point: even though, as this report 
shows, we now have plenty of evidence 
of unchecked and opaque deployments 
in most member countries, the EU Com-
mission has failed to act swiftly and de-
cisively to protect the rights of European 
citizens. As leaked drafts of the EC White 
Paper on AI revealed2, the EU was about 
to ban “remote biometric identification” 
in public places, before shying away at 
the last minute and promoting a “broad 
debate” around the issue instead.

In the meantime, controversial applica-
tions of ADM for border controls, even 
including face recognition, are still being 
pushed in EU-funded projects.

2	 https://www.politico.eu/article/eu-considers-temporary-ban-on-facial-
recognition-in-public-spaces/

Policies and 
political debates
/ The European Data Strategy 
Package and the White Paper on AI
While the promised comprehensive legislation “for a co-
ordinated European approach on the human and ethical 
implications of artificial intelligence”, announced in Von 
der Leyen’s “Agenda for Europe”, has not been put forward 
within her “first 100 days in office”, the EU Commission 
published a series of documents that provide a set of prin-
ciples and ideas to inform it.

On February 19, 2020, a “European Strategy for Data” and 
a “White Paper on Artificial Intelligence” were jointly pub-
lished, laying out the main principles of the EU’s strategic 
approach to AI (including ADM systems, even though they 
are not explicitly mentioned). These principles include, 
putting “people first” (“technology that works for the peo-
ple”), technological neutrality (no technology is good or 
bad per se; this is to be determined by its use only) and, 
of course, sovereignty, and optimism. As Von der Leyen 
puts it: “We want to encourage our businesses, our re-

searchers, the innovators, the entrepreneurs, 
to develop Artificial Intelligence. And we 

want to encourage our citizens to feel 
confident to use it. We have to unleash 
this potential”.

The underlying idea is that new tech-
nologies should not come with new 
values. The “new digital world” envi-
sioned by the Von der Leyen adminis-
tration should fully protect human and 
civil rights. “Excellence” and “trust”, 
highlighted in the very title of the White 
Paper, are considered the twin pillars 
upon which a European model of AI 
can and should stand, differentiating it 
from the strategies of both the US and 
China.

However, this ambition is lacking in the 
detail of the White Paper. For example, the White Paper 
lays out a risk-based approach to AI regulation, in which 
regulation is proportional to the impact of “AI” systems on 
citizen’s lives. “For high-risk cases, such as in health, polic-

"We want to 
encourage our 
businesses, our 

researchers, the 
innovators, the 

entrepreneurs, to 
develop Artificial 

Intelligence. And we 
want to encourage 
our citizens to feel 
confident to use it. 
We have to unleash 

this potential."
Ursula von der Leyen
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nition and in principle prohibited in the EU”, unless there is 
“substantial public interest” in its deployment.

The explanatory document claims that “allowing facial rec-
ognition is currently the exception”, but findings in this re-
port arguably contradict that view: face recognition seems 
to be rapidly becoming the norm. A leaked draft version of 
the White Paper seemed to recognize the urgency of the 
problem, by including the idea of a three-to-five-year mora-
torium on live uses of face recognition in public places, until 
– and if – a way to reconcile them with democratic checks 
and balances could be found.

Just before the official release of the White Paper, even EU 
Commissioner, Margrethe Vestager, called for a “pause” on 
these uses.

However, immediately after Vestager’s call, Commission of-
ficials added that this “pause” would not prevent national 
governments from using face recognition according to the 
existing rules. Ultimately, the final draft of the White Paper 
scrapped any mention of a moratorium, and called for “a 
broad European debate on the specific circumstances, if 
any, which might justify” its use for live biometric identifica-
tion purposes instead. Among them, the White Paper in-
cludes justification, proportionality, the existence of demo-
cratic safeguards, and respect for human rights.

Throughout the whole document, risks associated with AI-
based technologies are more generally labeled as “poten-
tial”, while the benefits are portrayed as very real and im-
mediate. This led many5 in the human rights community to 
claim that the overall narrative of the White Paper suggests 
a worrisome reversal of EU priorities, putting global com-
petitiveness ahead of the protection of fundamental rights.

Some foundational issues are, however, raised in the docu-
ments. For example, the interoperability of such solutions 
and the creation of a network of research centers focused 
on applications of AI aimed at “excellence” and compe-
tence-building.

The objective is “to attract over €20 billion of total invest-
ments in the EU per year in AI over the next decade”.

5	 Among them: Access Now (https://www.accessnow.org/cms/assets/
uploads/2020/05/EU-white-paper-consultation_AccessNow_May2020.
pdf), AI Now (https://ainowinstitute.org/ai-now-comments-to-eu-
whitepaper-on-ai.pdf), EDRI (https://edri.org/can-the-eu-make-ai-
trustworthy-no-but-they-can-make-it-just/) – and AlgorithmWatch 
(https://algorithmwatch.org/en/response-european-commission-ai-
consultation/).

ing, or transport”, it reads, “AI systems should be transpar-
ent, traceable and guarantee human oversight”. Testing 
and certification of adopted algorithms are also included 
among the safeguards that should be put in place, and 
should become as widespread as for “cosmetics, cars or 
toys”. Whereas, “less risky systems” only have to follow vol-
untary labelling schemes instead: “The economic operators 
concerned would then be awarded a quality label for their 
AI applications”.

But critics noted that the very definition of “risk” in the Pa-
per is both circular and too vague, allowing for several im-
pactful ADM systems to fall through the cracks of the pro-
posed framework3.

Comments4 gathered in the public consultation, between 
February and June 2020, highlight how controversial this 
idea is. 42.5% of respondents agreed that “compulsory re-
quirements” should be limited to “high-risk AI applications”, 
while 30.6% doubted such a limitation.

Moreover, there is no description of a clear mechanism for 
the enforcement of such requirements. Neither is there a 
description of a process to move towards one.

The consequences are immediately visible for biometric 
technologies, and face recognition in particular. On this, the 
White Paper proposed a distinction between biometric “au-
thentication”, which is seen as non-controversial (e.g., face 
recognition to unlock a smartphone), and remote biomet-
ric “identification” (such as deployment in public squares 
to identify protesters), which could arouse serious human 
rights and privacy concerns. 

Only cases in the latter category would be problematic un-
der the scheme proposed by the EU. The FAQ in the White 
Paper states: “this is the most intrusive form of facial recog-

3	 “To give two examples: VioGén, an ADM system to forecast gender-
based violence, and Ghostwriter, an application to detect exam fraud, 
would most likely fall between the cracks of regulation, even though 
they come with tremendous risks” (https://algorithmwatch.org/en/
response-european-commission-ai-consultation/)

4	 “In total, 1215 contributions were received, of which 352 were on 
behalf of a company or business organisations/associations, 406 
from citizens (92% EU citizens), 152 on behalf of academic/research 
institutions, and 73 from public authorities. Civil society voices 
were represented by 160 respondents (among which 9 consumer’s 
organisations, 129 non-governmental organisations and 22 trade 
unions). 72 respondents contributed as “others””. Comments arrived 
“from all over the world”, including countries such as “India, China, 
Japan, Syria, Iraq, Brazil, Mexico, Canada, the US and the UK”. (from 
the Consultation’s Summary Report, linked here: https://ec.europa.eu/
digital-single-market/en/news/white-paper-artificial-intelligence-public-
consultation-towards-european-approach-excellence)
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systems “may evolve and act in ways not 
envisaged when first placed on the mar-

ket”, and that liability is not always easy 
to attribute when harm comes as a re-
sult of the deployment of an ADM sys-
tem.

The Resolution echoes art. 22 of the 
GDPR when it notes that a human sub-
ject must always be in the loop when 
“legitimate public interests are at 
stake”, and should always be ultimately 
responsible for decisions in the “medi-
cal, legal and accounting professions, 

and for the banking sector”. In particular, 
a “proper” risk assessment should precede 

any automation of professional services.

Finally, the Resolution lists detailed requirements for qual-
ity and transparency in data governance: among them, “the 
importance of using only high-quality and unbiased data 
sets in order to improve the output of algorithmic systems 
and boost consumer trust and acceptance”; using “explain-
able and unbiased algorithms”; and the need for a “review 
structure” that allows affected consumers “to seek human 
review of, and redress for, automated decisions that are fi-
nal and permanent”.

/ Making the most of the EU 
Parliament’s “right of initiative”
In her inaugural address, von der Leyen clearly expressed 
her support for a “right of initiative” for the European Parlia-
ment. “When this House, acting by majority of its Members, 
adopts Resolutions requesting the Commission to submit 
legislative proposals”, she said, “I commit to responding 
with a legislative act in full respect of the proportionality, 
subsidiarity, and better law-making principles”.

If “AI” is indeed a revolution requiring a dedicated legisla-
tive package, allegedly coming over the first quarter of 2021, 
elected representatives want to have a say about it. This, 
coupled with von der Leyen’s stated intent of empowering 
their legislative capabilities, could even result in what Politi-
co labeled a “Parliament moment”, with parliamentary com-
mittees starting to draft several different reports as a result.

Each report investigates specific aspects of automation in 
public policy that, even though they are meant to shape up-
coming “AI” legislation, are relevant for ADM.

A certain technological deter-
minism seems to also affect 
the White Paper. “It is essential”, 
it reads, “that public administrations, 
hospitals, utility and transport services, 
financial supervisors, and other areas 
of public interest rapidly begin to de-
ploy products and services that rely 
on AI in their activities. A specific focus 
will be in the areas of healthcare and 
transport where technology is mature 
for large-scale deployment.”

However, it remains to be seen whether 
suggesting a rushed deployment of ADM 
solutions in all spheres of human activity 
is compatible with the EU Commission’s efforts 
in addressing the structural challenges brought about by 
ADM systems to rights and fairness.

/ EU Parliament’s Resolution on 
ADM and consumer protection 
A Resolution, passed by the EU Parliament in February 
2020, more specifically tackled ADM systems in the context 
of consumer protection. The Resolution correctly pointed 
out that “complex algorithmic-based systems and automat-
ed decision-making processes are being made at a rapid 
pace”, and that “opportunities and challenges presented 
by these technologies are numerous and affect virtually all 
sectors”. The text also highlights the need for “an examina-
tion of the current EU legal framework”, to assess whether 
“it is able to respond to the emergence of AI and automated 
decision-making”.

Calling for a “common EU approach to the development 
of automated decision-making processes”, the Resolution 
details several conditions that any such systems should 
possess to remain consistent with European values. Con-
sumers should be “properly informed” about how algo-
rithms affect their lives, and they should have access to a 
human with decision-making power so that decisions can 
be checked and corrected if needed. They should also be 
informed, “when prices of goods or services have been per-
sonalized on the basis of automated decision-making and 
profiling of consumer behavior”.

In reminding the EU Commission that a carefully drafted 
risk-based approach is needed, the Resolution points out 
that safeguards need to take into consideration that ADM 

Throughout the 
whole document, 
risks associated 

with AI-based 
technologies are 
more generally 

labeled as 
“potential”, while 
the benefits are 

portrayed as very 
real and immediate.
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Important principles concerning the use of ADM in the 
criminal justice system can be found in the Committee of 
Civil Liberties, Justice and Home Affairs’ report on “Arti-
ficial intelligence in criminal law and its use by the police 
and judicial authorities in criminal matters”. After a detailed 
list of actual and current uses of “AI” – these are, actually, 
ADM systems – by police forces6, the Committee “considers 
it necessary to create a clear and fair regime for assigning 
legal responsibility for the potential adverse consequences 
produced by these advanced digital technologies”.

It then goes about detailing some of its features: no fully 
automated decisions7, algorithmic explainability that is 
“intelligible to users”, a “compulsory fundamental rights 
impact assessment (…) of any AI systems for law enforce-
ment or judiciary” prior to its deployment or adoption, plus 
“periodic mandatory auditing of all AI systems used by law 
enforcement and the judiciary to test and evaluate algorith-
mic systems once they are in operation”.

6	 On p. 5, the report states: “AI applications in use by law enforcement 
include applications such as facial recognition technologies, 
automated number plate recognition, speaker identification, speech 
identification, lip-reading technologies, aural surveillance (i.e. gunshot 
detection algorithms), autonomous research and analysis of identified 
databases, forecasting (predictive policing and crime hotspot analytics), 
behaviour detection tools, autonomous tools to identify financial 
fraud and terrorist financing, social media monitoring (scraping 
and data harvesting for mining connections), international mobile 
subscriber identity (IMSI) catchers, and automated surveillance systems 
incorporating different detection capabilities (such as heartbeat 
detection and thermal cameras)”.

7	 “in judicial and law enforcement contexts, the final decision always 
needs to be taken by a human” (p. 6)

For example, through its “Framework of ethical aspects of 
artificial intelligence, robotics and related technologies”, 
the Committee for Legal Affairs calls for the constitution 
of a “European Agency for Artificial Intelligence” and, at the 
same time, for a network of national supervisory authori-
ties in each Member State to make sure that ethical deci-
sions involving automation are and remain ethical.

In “Intellectual property rights for the development of ar-
tificial intelligence technologies”, the same committee lays 
out its view for the future of intellectual property and auto-
mation. For one, the draft report states that “mathematical 
methods are excluded from patentability unless they con-
stitute inventions of a technical nature”, while at the same 
time claiming that, regarding algorithmic transparency, “re-
verse engineering is an exception to the trade secrets rule”.

The report goes as far as considering how to protect “tech-
nical and artistic creations generated by AI, in order to en-
courage this form of creation”, imagining that “certain works 
generated by AI can be regarded as equivalent to intellectual 
works and could therefore be protected by copyright”.

Lastly, in a third document (“Artificial Intelligence and civil 
liability”), the Committee details a “Risk Management Ap-
proach” for the civil liability of AI technologies. According to 
it, “the party who is best capable of controlling and manag-
ing a technology-related risk is held strictly liable, as a single 
entry point for litigation”.

If “AI” is indeed a revolution 
requiring a dedicated legislative 

package, elected representatives 
want to have a say about it.  
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Civil society, consumer protection, and rights organizations 
commented and called for the translation of the guidelines 
into tangible rights for people8. For example, digital rights 
non-profit Access Now, a member of the HLEG, urged the 
EC to clarify how different stakeholders can test, apply, im-
prove, endorse, and enforce “Trustworthy AI” as a next step, 
while at the same time recognizing the need to determine 
Europe’s red lines.

In an op-ed, two other members of the HLEG claimed that 
the group had “worked for one-and-a-half years, only for 
its detailed proposals to be mostly ignored or mentioned 
only in passing” by the European Commission who drafted 
the final version.9 They also argued that, because the group 
was initially tasked with identifying risks and “red lines” for 
AI, members of the group pointed to autonomous weapon 
systems, citizen scoring, and automated identification of in-
dividuals by using face recognition as implementations of AI 
that should be avoided. However, representatives of indus-
try, who dominate the committee10, succeeded in getting 
these principles deleted before the draft was published.

This imbalance towards highlighting the potentials of ADM, 
compared to the risks, can also be observed throughout its 
second deliverable. In the HLEG’s “Policy and investment 
recommendations for trustworthy AI in Europe”, made 
public in June 2019, there are 33 recommendations meant 
to “guide Trustworthy AI towards sustainability, growth and 
competitiveness, as well as inclusion – while empowering, 
benefiting and protecting human beings”. The document is 
predominantly a call to boost the uptake and scaling of AI 
in the private and public sector by investing in tools and ap-
plications “to help vulnerable demographics” and “to leave 
no one behind”.

Nevertheless, and despite all legitimate criticism, both 
guidelines still express critical concerns and demands re-
garding automated decision-making systems. For example, 
the ethics guidelines formulate  “seven key requirements 
that  AI systems should meet in order to be trustworthy”. 
These guidelines go on to provide guidance for the prac-

8	 E.g., the European Consumer Protection Organization (BEUC): https://
www.beuc.eu/publications/beuc-x-2020-049_response_to_the_ecs_
white_paper_on_artificial_intelligence.pdf 

9	 Mark Coeckelbergh and Thomas Metzinger: Europe needs more 
guts when it comes to AI ethics, https://background.tagesspiegel.de/
digitalisierung/europe-needs-more-guts-when-it-comes-to-ai-ethics 

10	 The group was composed of 24 business representatives, 17 
academics, five civil society organizations and six other members, like 
the European Union Agency for Fundamental Rights

A moratorium on face recognition technologies for law en-
forcement is also called for in the report, “until the technical 
standards can be considered fully fundamental rights com-
pliant, results derived are non-discriminatory, and there is 
public trust in the necessity and proportionality for the de-
ployment of such technologies”.

The aim is to eventually boost the overall transparency of 
such systems, and advising Member States to provide a 
“comprehensive understanding” of the AI systems adopt-
ed by law enforcement and the judiciary, and – along the 
lines of a “public register” – to detail “the type of tool in use, 
the types of crime they are applied to, and the companies 
whose tools are being used”.

The Culture and Education Committee and the Industrial 
Policy Committee were also working on their own reports 
at the time of writing.

All these initiatives led to the creation of a Special Commit-
tee on “Artificial Intelligence in a Digital Age” (AIDA) on June 
18, 2020. Composed of 33 members, and with an initial du-
ration of 12 months, it will “analyse the future impact” of AI 
on the EU economy, and “in particular on skills, employment, 
fintech, education, health, transport, tourism, agriculture, 
environment, defence, industry, energy and e-government”. 

/ High-Level Expert Group on AI & 
AI Alliance
In 2018, the High-Level Expert Group (HLEG) on AI, an ex-
pert committee made up of 52 experts, was set up by the 
European Commission to support the implementation 
of the European strategy on AI, to identify principles that 
should be observed in order to achieve “trustworthy AI”, 
and, as the steering committee of the supporting AI Alli-
ance, to create an open multi-stakeholder platform (con-
sisting of more than 4000 members at the time of writing) 
to provide broader input for the work of the AI high-level 
expert group.

After the publication of the first draft of the AI Ethics Guide-
lines for Trustworthy AI in December 2018, followed by 
feedback from more than 500 contributors, a revised ver-
sion was published in April 2019. It puts forward a “human-
centric approach“ to achieve legal, ethical, and robust AI 
throughout the system’s entire life cycle. However, it re-
mains a voluntary framework without concrete and appli-
cable recommendations on operationalization, implemen-
tation, and enforcement.
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Added to that, the recommendations on policy and invest-
ment foresee the determination of red lines through an 
institutionalized “dialogue on AI policy with affected stake-
holders”, including experts in civil society. Furthermore, 
they urge to “ban AI-enabled mass scale scoring of individu-
als as defined in [the] Ethics Guidelines, and [to] set very 
clear and strict rules for surveillance for national security 
purposes and other purposes claimed to be in the public or 
national interest”. This ban would include biometric identi-
fication technologies and profiling.

Relevant to automated decision-making systems, the docu-
ment also states that “clearly defin[ing] if, when and how 
AI can be used (…) will be crucial for the achievement of 
Trustworthy AI”, warning that “any form of citizen scoring 
can lead to the loss of [the citizen’s] autonomy and endan-
ger the principle of non-discrimination”, and “therefore 
should only be used if there is a clear justification, under 
proportionate and fair measures”. It further stresses that 
“transparency cannot prevent non-discrimination or en-
sure fairness”. This means that the possibility of opting out 
of a scoring mechanism should be provided, ideally without 
any detriment to the individual citizen.

On the one hand, the document acknowledges “that, while 
bringing substantial benefits to individuals and society, AI 
systems also pose certain risks and may have a negative 
impact, including impacts which may be difficult to antici-
pate, identify or measure (e.g. on democracy, the rule of 
law and distributive justice, or on the human mind itself.)”. 
On the other, however, the group claims that “unnecessar-
ily prescriptive regulation should be avoided”.

In July 2020, the AI HLEG also presented their final Assess-
ment List for Trustworthy Artificial Intelligence (ALTAI), 
compiled after a piloting process together with 350 stake-
holders.

The list, which is entirely voluntary and devoid of 
any regulatory implications, aims to translate 

the seven requirements laid out in the AI 
HLEG’s Ethics Guidelines into action. The 
intention is to provide whoever wants 
to implement AI solutions that are com-
patible with EU values – for example, 
designers and developers of AI systems, 
data scientists, procurement officers or 

specialists, and legal/compliance officers 
– with a self-assessment toolkit.

tical implementation of each requirement: human agency 
and oversight, technical robustness and safety, privacy and 
data governance, transparency, diversity, non-discrimina-
tion and fairness, societal and environmental well-being, 
and accountability.

The guidelines also provide a concrete pilot, called the 
“Trustworthy AI assessment list”, which is aimed at mak-
ing those high-level principles operational. The goal is to 
have it adopted “when developing, deploying or using AI 
systems”, and adapted “to the specific use case in which the 
system is being applied”.

The list includes many issues that are associated with the 
risk of infringing on human rights through ADM systems. 
These include the lack of human agency and oversight, 
technical robustness and safety issues, the inability to 
avoid unfair bias or provide equal and universal access to 
such systems, and the lack of meaningful access to data fed 
into them.

Contextually, the pilot list included in the guidelines pro-
vides useful questions to help those who deploy ADM sys-
tems. For example, it calls for “a fundamental rights impact 
assessment where there could be a negative impact on 
fundamental rights”. It also asks whether “specific mecha-
nisms of control and oversight” have been put in place in 
the cases of “self-learning or autonomous AI” systems, and 
whether processes exist “to ensure the quality and integrity 
of your data”.

Detailed remarks also concern foundational issues for ADM 
systems, such as their transparency and explainability. 
Questions include “to what extent the decisions and hence 
the outcome made by the AI system can be understood?” 
and “to what degree the system’s decision influences the 
organisation’s decision-making processes?” These ques-
tions are highly relevant to assess the risks posed by de-
ploying such systems.

To avoid bias and discriminatory 
outcomes, the guidelines point 
to “oversight processes to ana-
lyze and address the system’s 
purpose, constraints, require-
ments and decisions in a clear 
and transparent manner”, while 
at the same time demanding stake-
holder participation throughout the 
whole process of implementing AI systems.

the ethics 
guidelines 

formulate “seven 
key requirements that 

AI systems should 
meet in order to be 

trustworthy.
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formational self-determination”13, lists detailed suggestions 
for accountability mechanisms and effective remedies, and 
demands human rights impact assessments.

Even though the document clearly acknowledges the “sig-
nificant potential of digital technologies to address societal 
challenges and to socially beneficial innovation and eco-
nomic development”, it also urges caution. This is to ensure 
that those systems do not deliberately or accidentally per-
petuate “racial, gender and other societal and labor force 
imbalances that have not yet been eliminated from our 
societies”.

On the contrary, algorithmic systems should be used proac-
tively and sensitively to address these imbalances, and pay 
“attention to the needs and voices of vulnerable groups”.

Most significantly, however, the Recommendation iden-
tifies the potentially higher risk to human rights when al-
gorithmic systems are used by Member States to deliver 
public services and policy. Given that it is impossible for an 
individual to opt-out, at least without facing negative con-
sequences from doing so, precautions and safeguards are 
needed for the use of ADM in governance and administra-
tion. 

13	 “States should ensure that all design, development and ongoing 
deployment of algorithmic systems provide an avenue for individuals 
to be informed in advance about the related data processing (including 
its purposes and possible outcomes) and to control their data, 
including through interoperability”, reads Section 2.1 of Appendix B. 

/ Council of Europe: how to 
safeguard human rights in ADM
In addition to the Ad hoc Committee on Artificial Intelli-
gence (CAHAI), set up in September 2019, the Committee 
of Ministers of the Council of Europe11 has published a sub-
stantial and persuasive framework.

Envisioned as a standard-setting instrument, its “Recom-
mendation to Member states on the human rights impacts 
of algorithmic systems” describes “significant challenges” 12 
that arise with the emergence and our “increasing reliance” 
on such systems, and that are relevant “to democratic soci-
eties and the rule of law”.

The framework, which underwent a public consultation 
period with detailed comments from civil society organiza-
tions, goes beyond the EU Commission’s White Paper when 
it comes to safeguarding values and human rights. 

The Recommendation thoroughly analyzes the effects and 
evolving configurations of algorithmic systems (Appendix 
A) by focusing on all stages of the process that go into mak-
ing an algorithm, i.e., procurement, design, development, 
and ongoing deployment.

While generally following the ‘human-centric AI approach’ 
of the HLEG guidelines, the Recommendation outlines 
actionable “obligations of States” (Appendix B) as well as 
responsibilities for private sector actors (Appendix C). In 
addition, the Recommendation adds principles such as “in-

11	 The CoE is both “a governmental body where national approaches to 
European problems are discussed on an equal footing and a forum to 
find collective responses to these challenges.” Its work includes “the 
political aspects of European integration, safeguarding democratic 
institutions and the rule of law and protecting human rights – in other 
words, all problems which require concerted pan-European solutions.” 
Although the recommendations to the governments of members 
are not binding, in some cases the Committee may request the 
governments of members to inform it of the action taken by them with 
regard to such recommendations. (Art. 15b Statute). Relations between 
the Council of Europe and the European Union are set out in the (1) 
Compendium of Texts governing the relations between the Council 
of Europe and the European Union and in the (2) Memorandum of 
Understanding between the Council of Europe and the European 
Union.

12	 Under the supervision of the Steering Committee on Media and 
Information Society (CDMSI) and prepared by the Committee of 
Experts on Human Rights Dimensions of Automated Data Processing 
and Different Forms of Artificial Intelligence (MSI-AUT).

Given that it is impossible 
for an individual to opt-

out, at least without facing 
negative consequences from 

doing so, precautions and 
safeguards are needed for 

the use of ADM in governance 
and administration.
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Also, and crucially, it would require more substantive safe-
guards compared to those that the Commission currently 
foresees. As the advocacy group, European Digital Rights 
(EDRi), explains: “the proposed Terrorist Content Regu-
lation needs substantive reform to live up to the Union’s 
values, and to safeguard the fundamental rights and free-
doms of its citizens”.

An early stream of strong criticism on the initial proposal 
from civil society groups, European Parliament (EP) com-
mittees, including opinions and analysis by the European 
Union Agency for Fundamental Rights (FRA), EDRi, as well 
as a critical joint report by three UN Special Rapporteurs, 
highlighted threats to the right of freedom of expression 
and information, the right to freedom and pluralism of the 
media, the freedom to conduct a business and the rights to 
privacy and protection of personal data.

Critical aspects include an insufficient definition of terror-
ist content, the scope of the regulation (at present, this in-
cludes content for educational and journalistic purposes), 
the aforementioned call for “proactive measures”, a lack 
of effective judicial supervision, insufficient reporting ob-
ligations for law enforcement agencies, and missing safe-
guards for “cases where there are reasonable grounds to 
believe that fundamental rights are impacted” (EDRi 2019).

The EDPS stresses that such “suitable safeguards” should 
include the right to obtain human intervention and the 
right to an explanation of the decision reached through au-
tomated means (EDRi 2019).

Although safeguards that were suggested or demanded 
found their way into the EP’s draft report on the proposal, 
it is yet to be seen who can hold their breath longer going 
into the last round before the final vote. During closed-door 
trialogues between the EP, the new EC, and the EU Council 
(which began in October 2019), only minor changes are still 
possible, according to a leaked document.

The Recommendation also addresses the conflicts and chal-
lenges arising from public-private-partnerships (“neither 
clearly public nor clearly private”) in a wide range of uses.

Recommendations for Member State governments include 
abandoning processes and refusing to use ADM systems, if 
“human control and oversight become impractical” or hu-
man rights are put at risk; deploying ADM systems if and 
only if transparency, accountability, legality, and the protec-
tion of human rights can be guaranteed “at all stages of the 
process”. Furthermore, the monitoring and evaluation of 
these systems should be “constant”, “inclusive and trans-
parent”, comprised of a dialogue with all relevant stake-
holders, as well as an analysis of the environmental impact 
and further potential externalities on “populations and en-
vironments”.

In Appendix A, the COE also defines “high-risk” algorithms 
for other bodies to draw inspiration from. More specifically, 
the Recommendation states that “the term “high-risk” is 
applied when referring to the use of algorithmic systems 
in processes or decisions that can produce serious conse-
quences for individuals or in situations where the lack of 
alternatives prompts a particularly high probability of in-
fringement of human rights, including by introducing or 
amplifying distributive injustice”.

The document, which did not require the unanimity of 
members to be adopted, is non-binding.

/ Regulation of terrorist content 
online 
After a long period of sluggish progress, the regulation to 
prevent the dissemination of terrorist content gained mo-
mentum in 2020. Should the adopted regulation still in-
clude automated and proactive tools for recognizing and 
removing content online, these would likely fall under Art. 
22 of the GDPR.

As the European Data Protection Supervisor (EDPS) puts it: 
“since the automated tools, as envisaged by the Proposal, 
could lead not only to the removal and retention of content 
(and related data) concerning the uploader, but also, ulti-
mately, to criminal investigations on him or her, these tools 
would significantly affect this person, impacting on his or 
her right to freedom of expression and posing significant 
risks for him or her rights and freedoms”, and, therefore, 
fall under Art. 22(2).
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to power imbalances between the data controller and the 
data subjects. Instead, an adequate impact assessment and 
prior consultation with the DPA were deemed necessary.

The European Data Protection Supervisor (EDPS) confirmed 
this:

“Consent would need to be explicit as well as freely-given, 
informed and specific. Yet unquestionably a person cannot 
opt out, still less opt in, when they need access to public 
spaces that are covered by facial recognition surveillance. 
[…] Finally, the compliance of the technology with principles 
like data minimization and the data protection by design 
obligation is highly doubtful. Facial recognition technology 
has never been fully accurate, and this has serious conse-
quences for individuals being falsely identified whether as 
criminals or otherwise. […] It would be a mistake, however, 
to focus only on privacy issues. This is fundamentally an 
ethical question for a democratic society.” (EDPS 2019)

Access Now commented: 

“As more facial recognition projects develop, we already 
see that the GDPR provides useful human rights safeguards 
that can be enforced against unlawful collection and use of 
sensitive data such as biometrics. But the irresponsible and 
often unfounded hype around the efficiency of such tech-
nologies and the underlying economic interest could lead 
to attempts by central and local governments and private 
companies to circumvent the law.”

/ Automated Face Recognition in 
use by South Wales Police ruled 
unlawful
Over the course of 2020, the UK witnessed the first high 
profile application of the Law Enforcement Directive15 con-
cerning the use of face recognition technologies in public 
spaces by the police. Seen as an important precedent on 
a hotly debated topic, the verdict was greeted with a great 
deal of attention from civil society actors and legal scholars 
all over Europe and beyond 16.

15	 The Law Enforcement Directive, in effect from May 2018, “deals 
with the processing of personal data by data controllers for ‘law 
enforcement purposes’ – which falls outside of the scope of the GDPR”.  
https://www.dataprotection.ie/en/organisations/law-enforcement-
directive 

16	 The decision was rendered on September, 4th, 2019 by the High Court 
sitting in Cardiff in the case Bridges v. the South Wales Police (High 
Court of Justice 2019).

Oversight and 
regulation
/ First decisions on the compliance 
of ADM systems with the GDPR
“Although there was no great debate on facial recognition 
during the passage of negotiations on the GDPR and the 
law enforcement data protection directive, the legislation 
was designed so that it could adapt over time as technolo-
gies evolved. […] Now is the moment for the EU, as it dis-
cusses the ethics of AI and the need for regulation, to deter-
mine whether – if ever – facial recognition technology can 
be permitted in a democratic society. If the answer is yes, 
only then do we turn [to] questions of how and safeguards 
and accountability to be put in place.” – EDPS, Wojciech 
Wiewiórowski.

“Facial recognition processing is an especially intrusive bio-
metric mechanism, which bears important risks of privacy or 
civil liberties invasions for the people affected” – (CNIL 2019).

Since the last Automating Society report, we have seen the 
first cases of fines and decisions related to breaches of the 
regulation issued by national Data Protection Authorities 
(DPAs) based on the GDPR. The following case studies, how-
ever, show the limits of the GDPR in practice when it comes 
to Art. 22 relating to ADM systems and how it is leaving the 
privacy regulators to make assessments on a case-by-case 
basis.

In Sweden, a face recognition test project, conducted in one 
school class for a limited period of time, was found to violate 
several obligations of Data Protection Regulation (esp. GDPR 
Art. 2(14), Art. 9 (2)). (European Data Protection Board 2019).

A similar case is on hold after the French Commission Nation-
ale de l’Informatique et des Libertés (CNIL raised concerns 
when two high schools planned to introduce face recogni-
tion technology in partnership with the US tech firm, Cisco. 
The opinion is non-binding, and the filed suit is ongoing14.

The ex-ante authorization by data regulators is not re-
quired to conduct such trials as the consent of the users is 
generally considered to be sufficient to process biometric 
data. And yet, in the Swedish case, it wasn’t. This was due 

14	 See France chapter and (Kayalki 2019)
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as South Wales Police had not gathered sufficient evidence 
to make a judgment on that17. However, the court felt it was 
worth adding a noticeable remark: “We would hope that, 
as AFR is a novel and controversial technology, all police 
forces that intend to use it in the future would wish to sat-
isfy themselves that everything reasonable which could be 
done had been done in order to make sure that the soft-
ware used does not have a racial or gender bias.”

After the ruling, Liberty called for South Wales Police and 
other police forces to withdraw the use of face recognition 
technologies.

ADM in 
practice: border 
management and 
surveillance
While the EU Commission and its stakeholders debated 
whether to regulate or ban face recognition technologies, 
extensive trials of the systems were already underway all 
over Europe. 

This section highlights a crucial and often overlooked link 
between biometrics and the EU’s border management sys-
tems, clearly showing how technologies that can produce 
discriminatory results might be applied to individuals – e.g., 
migrants – who already suffer the most from discrimina-
tion.

/ Face recognition and the use of 
biometrics data in EU policies and 
practice
Over the last year, face recognition and other kinds of bi-
ometrics identification technologies garnered a lot of at-
tention from governments, the EU, civil society, and rights 
organizations, especially concerning law enforcement and 
border management.

17	 The Police claimed it had no access to the demographic composition 
of the training dataset for the adopted algorithm, “Neoface”. The 
Court notes that “the fact remains, however, that SWP have never 
sought to satisfy themselves, either directly or by way of independent 
verification, that the software program in this case does not have an 
unacceptable bias on grounds of race or sex”.

The case was brought to court by Ed Bridges, a 37 years old 
man from Cardiff, who claimed his face was scanned with-
out his consent both during Christmas shopping in 2017, 
and at a peaceful anti-arms protest a year later.

The court initially upheld the use of Automated Facial Rec-
ognition technology (“AFR”) by South Wales Police, declaring 
it lawful and proportionate. But the decision was appealed 
by Liberty, a civil rights group, and the Court of Appeal of 
England and Wales decided to overturn the High Court’s 
dismissal and ruled it unlawful on August 11, 2020.

In ruling against South Wales Police on three out of five 
grounds, the Court of Appeal found “fundamental deficien-
cies” in the existing normative framework around the use of 
AFR, that its deployment did not meet the principle of “pro-
portionality”, and, also, that an adequate Data Protection 
Impact Assessment (DPIA) had not been performed, lacking 
multiple crucial steps.

The court did not, however, rule that the system was pro-
ducing discriminatory results, based either on sex or race, 

Seen as an important 
precedent on a hotly 

debated topic, the 
verdict was greeted 
with a great deal of 
attention from civil 
society actors and 

legal scholars all over 
Europe and beyond.
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successfully fight against the threats to internal security, to 
effectively control migration and to overcome blind spots 
regarding identity management”. In practice, this means 
to “hold the fingerprints, facial images, and other personal 
data of up to 300 million non-EU nationals, merging data 
from five separate systems.” (Campbell 2020)

/ ETIAS: automated border security 
screenings
The European Travel Information and Authorization System 
(ETIAS), which is still not in operation at the time of writing, 
will use different databases to automate the digital security 
screening of non-EU travelers (who do not need a visa, or 
“visa-waiver”) before they arrive in Europe.

This system is going to gather and analyze data for the ad-
vanced “verification of potential security or irregular mi-
gration risks” (ETIAS 2020). The aim is to “facilitate border 
checks; avoid bureaucracy and delays for travelers when 
presenting themselves at the borders; ensure a coordi-
nated and harmonised risk assessment of third-country 
nationals” (ETIAS 2020).

Ann-Charlotte Nygård, head of FRA’s Technical Assistance 
and Capacity Building unit, sees two specific risks concern-
ing ETIAS: “first, the use of data that could lead to the un-
intentional discrimination of certain groups, for instance if 
an applicant is from a particular ethnic group with a high 
in-migration risk; the second relates to a security risk as-
sessed on the basis of past convictions in the country of 
origin. Some such earlier convictions could be considered 
unreasonable by Europeans, such as LGBT convictions in 
certain countries. To avoid this, […] algorithms need to be 
audited to ensure that they do not discriminate and this 
kind of auditing would involve experts from interdiscipli-
nary areas” (Nygård 2019).

/ iBorderCtrl: face recognition and 
risk scoring at the borders 
iBorderCtrl was a project that involved security agencies 
from Hungary, Latvia, and Greece that aimed to “enable 
faster and thorough border control for third country na-
tionals crossing the land borders of EU Member States”. 
iBorderCtrl used face recognition technology, a lie detector, 
and a scoring system to prompt a human border policeman 
if it deemed someone dangerous or if it deemed their right 
to entry was questionable.

Over 2019, the EC tasked a consortium of public agencies to 
“map the current situation of facial recognition in criminal 
investigations in all EU Member States,” to move “towards 
the possible exchange of facial data”. They commissioned 
the consultancy firm Deloitte to perform a feasibility study 
on the expansion of the Prüm system of face images. Prüm 
is an EU-wide system that connects DNA, fingerprint, and 
vehicle registration databases to allow mutual searching. 
The concern is that a pan-European, database of faces 
could be used for pervasive, unjustified, or illegal surveil-
lance.

/ Border management systems 
without borders
As reported in the previous edition of Automating Society, 
the implementation of an overarching interoperable smart 
border management system in the EU, initially proposed 
by the Commission back in 2013, is on its way. Although 
the new systems that have been announced (EES, ETIAS18, 
ECRIS-TCN19) will only start operating in 2022, the Entry/Exit 
System (EES) regulation has already introduced face imag-
es as biometric identifiers and the use of face recognition 
technology for verification purposes for the first time in EU 
law20.

The European Fundamental Rights Agency (FRA) confirmed 
the changes: “the processing of facial images is expected to 
be introduced more systematically in large-scale EU-level IT 
systems used for asylum, migration and security purposes 
[…] once the necessary legal and technical steps are com-
pleted”.

According to Ana Maria Ruginis Andrei, from the European 
Union Agency for the Operational Management of Large-
Scale IT Systems in the Area of Freedom, Security and Jus-
tice (eu-LISA), this expanded new interoperability architec-
ture was “assembled in order to forge the perfect engine to 

18	 ETIAS (EU Travel Information and Authorisation System), is the new 
“visa waiver” system for EU border management developed by eu-LISA. 
“The information submitted during the application will be automatically 
processed against existing EU databases (Eurodac, SIS and VIS), future 
systems EES and ECRIS-TCN, and relevant Interpol databases. This will 
enable advance verification of potential security, irregular migration 
and public health risks” (ETIAS 2019). 

19	 The European Criminal Records Information System – Third Country 
Nationals (ECRIS-TCN), to be developed by eu-LISA, will be a centralized 
hit/no-hit system to supplement the existing EU criminal records 
database (ECRIS) on non-EU nationals convicted in the European Union.

20	 EES will enter into operation in the first quarter of 2022, ETIAS will 
follow by the end of 2022 – set out to be “game changers in the 
European Justice and Home Affairs (JHA) area”.
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Some projects have already finished and/or their applica-
tions are already in use – for example, FastPass, ABC4EU, 
MOBILEPASS, and EFFISEC – all of which looked into require-
ments for “integrated, interoperable Automated Border 
Control (ABC)”, identification systems, and “smart” gates at 
different border crossings.

TRESSPASS is an ongoing project that started in June 2018 
and will finish in November 2021. The EU contributes al-
most eight million euros to the project, and the coordina-
tors of iBorderCRL (as well as FLYSEC and XP-DITE) are aim-
ing to “leverage the results and concepts implemented and 
tested” by iBorderCRL and “expand[ing] them into a multi-
modal border crossing risk-based security solution within 
a strong legal and ethics framework.” (Horizon2020 2019)

The project has the stated goal of turning security checks 
at border crossing points from the old and outdated “Rule-
based” to a new “Risk-based” strategy. This includes apply-
ing biometric and sensing technologies, a risk-based man-
agement system, and relevant models to assess identity, 
possessions, capability, and intent. It aims to enable checks 
through “links to legacy systems and external databases 
such as VIS/SIS/PNR” and is collecting data from all the 
above data sources for security purposes.

Another pilot project, FOLDOUT, started in September 
2018 and will finish in February 2022. The EU contributes 
€8,199,387,75 to the project to develop “improved meth-
ods for border surveillance” to counter irregular migration 
with a focus on “detecting people through dense foliage in 
extreme climates” […] by combining “various sensors and 
technologies and intelligently fuse[ing] these into an effec-
tive and robust intelligent detection platform” to suggest re-
action scenarios. Pilots are underway in Bulgaria, with dem-
onstration models in Greece, Finland, and French Guiana.

MIRROR, or Migration-Related Risks caused by misconcep-
tions of Opportunities and Requirement, started in June 
2019 and will finish in May 2022. The EU contributes just 
over five million euros to the project, which aims to “un-
derstand how Europe is perceived abroad, detect discrep-
ancies between image and reality, spot instances of media 
manipulation, and develop their abilities for counteracting 
such misconceptions and the security threats resulting 
from them”. Based on “perception-specific threat analysis, 
the MIRROR project will combine methods of automated 
text, multimedia and social network analysis for various 
types of media (including social media) with empirical stud-
ies” to develop “technology and actionable insights, […] 

The iBorderCtrl project came to an end in August 2019, and 
the results – for any potential EU-wide implementation of 
the system – were contradictory.

Although it “will have to be defined, how far the system or 
parts of it will be used”, the project’s “Outcomes” page sees 
“the possibility of integrating the similar functionalities of 
the new ETIAS system and extending the capabilities of tak-
ing the border crossing procedure to where the travellers 
are (bus, car, train, etc.)”.

However, the modules this refers to were not specified, and 
the ADM-related tools that were tested have not been pub-
licly evaluated.

At the same time, the project’s FAQ page confirmed that the 
system that was tested is not considered to be “currently 
suitable for deployment at the border (…) due to its nature 
as a prototype and the technological infrastructure on EU 
level”. This means that “further development and an inte-
gration in the existing EU systems would be required for a 
use by border authorities.”

In particular, while the iBorderCtrl Consortium was able to 
show, in principle, the functionality of such technology for 
border checks, it is also clear that ethical, legal, and soci-
etal constraints need to be addressed prior to any actual 
deployment.

/ Related Horizon2020 projects
Several follow-up projects focused on testing and develop-
ing new systems and technologies for Border Management 
and Surveillance, under the Horizon2020 program. They 
are listed on the European Commission’s CORDIS website, 
which provides information on all EU-supported research 
activities related to it.

The site shows that 38 projects are currently running under 
the “H2020-EU.3.7.3. – Strengthen security through border 
management” program/topic of the European Union. Its 
parent program – “Secure societies – Protecting freedom 
and security of Europe and its citizens”, boasts an overall 
budget of almost 1.7 billion euros and funds 350 projects 
– claims to tackle “insecurity, whether from crime, violence, 
terrorism, natural or man-made disasters, cyber attacks or 
privacy abuses, and other forms of social and economic 
disorders increasingly affect[ing] citizens” through projects 
mainly developing new technological systems based on AI 
and ADM.
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AH AH
AH AH!AH AH

AH AH!

Oh, this
one, guys?

It’s just a love 
letter to my 

fiancee.

And the
letter?

dangerous
behavior in cell 

number 14. we need
to move.

Fire? I’m
just having a

cigarette,
guys.

Thomas,
stop there, you
can’t set fire to

this place.

Find out more on page p. 115 in the research chapter under “Suicide Prevention in Jail”.
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Can AI 
mitigate the 
climate crisis? 
Not really.
Several institutions have 
claimed that AI will contribute 
to solving the climate crisis, 
but the evidence is scant. On 
the contrary, AI has a track 
record of helping emit more 
greenhouse gases.
By Nicolas Kayser-Bril
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“Artificial Intelligence (AI) will change our lives by … con-
tributing to climate change mitigation and adaptation.” So 
began the White Paper on AI published by the European 
Commission on 19 February 2020. On 23 October last year, 
the German Data Ethics Commission wrote the same thing, 
stating that “AI holds enormous potential for … implement-
ing effective climate protection measures.”

Inspired by these bold statements, I set out to find exam-
ples of how AI contributed to solving the climate crisis. 
Germany, where AlgorithmWatch is located, was the per-
fect testing ground.

Germany is a land of contrasts. On the one hand, it is 
home to the most popular Green party in Europe. On 
the other, its political class supports Europe’s largest 
carmakers, even though some of them pleaded guilty to 
conspiring to cheat emissions tests and actively harmed 
the health of millions of Germans. The country has more 
wind farms than any other in Europe, but it is the conti-
nent’s largest emitter of CO2 (its per capita emissions are 
largely above the European average, too).

If AI can tip the balance one way or another, it should show 
in Germany first.

/ Smart washing machines
I started by reading through the 500-page report of the Ger-
man Advisory Council on Global Change. It stressed that 
any strategy to mitigate the climate crisis needed a rethink 
of the moral values on which the market system is based, 
but it was much less clear on the specifics. New technol-
ogy, the authors wrote, could be a “low-carbon enabler” as 
well as a “power drainer”. Indeed, data centers alone con-
sumed about 1% of the global electricity output and pro-
duced 0.3% of all CO2 emissions in 2014, a share that could 
be higher today. Automated home appliances could reduce 
energy consumption, but the production of devices in itself 
leaves a large CO2 footprint.

In the hope of finding more concrete examples of how AI 
could contribute to climate preservation, I met with two 
academics close to the authors of the report. After our 
one-hour conversation in their shiny offices in the center 
of Berlin, my hopes were in tatters. One of the very few ex-
amples they came up with was – half-jokingly – the smart 
washing machine. An AI-powered washing machine could 
be automatically programmed to run at night, they said. 
This would spread electricity consumption more evenly 

over the day, allowing for more efficient production sys-
tems.

I’m no scientist, but my experience of washing machines 
has taught me that they already have a timer and that the 
reason we don’t run them at night is that it’s very noisy and 
will anger neighbors.

/ Muddy waters
If academia couldn’t help, maybe civil society would. Ger-
many is home to the largest Friday For Future group, a 
worldwide movement of pupils and students who demand 
the implementation of the Paris Agreement on climate. I 
asked Annika Rittmann, one of their spokespersons, if she 
knew of an instance where AI led to a net decrease in green-
house gases emissions.

“We base our work on scientific results,” she wrote back. 
“In this area, they are still very muddy, so that we can’t say 
much on the topic.”

I wasn’t getting closer to an answer, but it seemed clear that 
the European Commission and the Data Ethics Committee 
might have been overenthusiastic in their statements.

/ Wind turbines
Another civil society organization, GermanWatch (no rela-
tion to AlgorithmWatch), published a report in 2019 on the 
chances and risks of AI for the Energiewende. This is a Ger-
man concept that literally means “energy turnabout” and 
concretely means that German consumers pay one third 
more than the EU average for their electricity in exchange 
for promises of making energy generation sustainable.

I finally found concrete examples. BirdVision, for instance, 
is the subsidiary of Bürgerwindpark Hohenlohe, a company 
operating nine wind farms in southern Germany. It operates 

"Artificial Intelligence (AI) 
will change our lives by … 

contributing to climate change 
mitigation and adaptation.  "

European Commission
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computer vision software to detect birds and automatically 
reduces the turbine speed if they come too close. Eight tur-
bines are equipped with the system, and the company says 
that, although the product is still in development, potential 
users have expressed interest in seeing the system as soon 
as it is brought to market. This, GermanWatch wrote, could 
lead to more acceptance of wind energy and encourage the 
construction of more wind turbines.

Energy efficiency is the area where AI is most promising, 
according to the report. Smart appliances could be pro-
grammed to run only when electricity from renewable 
sources was abundant, for instance. On the distribution 
side, “smart grids” could better balance production and 
consumption, reducing demand at peak times.

/ “AI is not an end”
By now, I knew that report writers could get carried away. I 
asked a dozen companies active in renewable energy how 
they used AI.

Next Kraftwerke, which distributes electricity, uses machine 
learning to forecast the production levels of solar farms 
and the consumption volumes of its clients. The informa-
tion is used by the commercial department and by person-
nel in charge of grid stability. A software developer at the 
company said that other projects were less successful (they 
tried to model the energy market, for instance). AI is “not an 
end in itself,” he said, but “a tool in a wider toolbox.”

Others, such as Naturstrom AG, a production and distribu-
tion company with over 250,000 customers, or VSB, a turn-
key supplier that has installed over 650 wind turbines and 
close to 60 solar farms, told me they didn’t use AI at all.

/ The efficiency problem
Mitigating the climate crisis requires reducing the number 
of greenhouse gases in the atmosphere, either by captur-
ing them, a very expensive and immature technology, or by 
preventing their release.

While it seems clear that AI can boost energy efficiency, 
whether or not energy efficiency does anything to mitigate 
the climate crisis remains an open question. Take light 
bulbs, for instance. LED technology allows light to be pro-
duced without heat so that a 15-watt LED bulb is equivalent 
to a 120-watt tungsten bulb, an eightfold efficiency gain. 
However, it’s unclear whether this translates to lower ener-

gy consumption, as cheap LEDs open the way for brighter, 
interactive advertising screens, among other innovations. 
They require more than 2,000 watts each, adding up to 
about six times the electricity consumption of a household 
each year.

The basic tenet of a market economy is that lower con-
sumption for some translates into lower energy costs and 
higher consumption for others. This is why the German Ad-
visory Council on Global Change warned that a change in 
rules was needed before discussing any technical solutions.

/ Fire detectors
In the last two years, over 2,000 hectares of German forest 
went up in flames. A low number compared to southern 
Europe (43,000 hectares burnt in Portugal alone in 2018), 
but very high for Germany. Only Sweden and Latvia have 
seen larger increases compared to the 2008-2017 average.

"AI is not an 
end in itself, 
but a tool 
in a wider 
toolbox." 

 
A software developer at 

Next Kraftwerke
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Considering the fact that each hectare of burnt land releas-
es between 15 and 35 tons of CO2, German wildfires were 
responsible for over 40,000 tons of CO2 emissions in 2019. 
Less than one-hundredth of one-hundredth of a percent of 
all the greenhouse gases emitted in the country that year, 
but still a consequent amount. And one where the rebound 
effect does not apply: Preventing a single wildfire is an ac-
tual contribution to climate mitigation, not a potential one.

AI can contribute to the fight against wildfires in several 
ways, from predicting where they’ll flare up to detecting fire 
activity using satellite imagery. The technology is so prom-
ising that Fast Company, a US magazine, ran an article two 
years ago entitled “Future wildfires will be fought with al-
gorithms.”

Again, I was hopeful that I could find an example of AI hav-
ing a net positive effect on climate. I emailed the emergency 
services and forest management authorities of the German 
regions most affected by wildfires (Brandenburg, Saxony, 
and Saxony-Anhalt). I was eager to know how they used or 
planned to use AI. Alas! They don’t. Not that they’re technol-
ogy-shy. They do use sensors and software to detect fires, 
such as automated smoke detectors, satellite imagery, 
drones, and infrared cameras, just nothing that involves Ar-
tificial Intelligence. (The Brandenburg region does not rule 
out using AI, but a 2015 doctoral thesis showed that the 
system it operates, FireWatch, outperformed all machine 
learning models).

/ AI for oil
I was about to look into another area where AI might be 
used to mitigate the climate crisis when Greenpeace ruined 
my quest. On 19 May, they published Oil in the Cloud, a 
report on how AI helped energy companies extract more 
oil and gas, a net contribution to the climate catastrophe.

Even though the report focused on the United States, it 
revealed that Amazon, Microsoft, and, to a lesser extent, 
Google, encouraged the fossil fuel industry to use their ser-
vices. AI could, and did, help them find more hydrocarbons, 
faster.

In one case, Microsoft noted that its technologies could 
support production growth by “as much as 50,000 oil-equiv-
alent barrels per day.” Once burned in a combustion engine 
or power plant, that’s over 20,000 tons of CO2 released into 
the atmosphere, half the amount released by German wild-
fires in 2019, every day, for just one project.

/ Getting to the source
Any efficiency gain that AI offers to operators of renew-
able energy also applies to those who burn hydrocarbons. 
Because fossil fuel companies are much bigger and more 
powerful, it seems fair to say that AI contributes to more 
CO2 emissions, not less. As long as AI is not demonstrably 
used in projects that lead to net decreases in CO2 concen-
trations, such as carbon capture and storage, stating that it 
contributes to mitigating the climate crisis is, at best, wish-
ful thinking.

Finally, I sought out the source the European Commission 
relied on to come to the conclusion that “AI would change 
our lives by contributing to climate change mitigation and 
adaptation.” After all, they might have access to documents 
and experts that I might have missed.

A source with knowledge of the matter sent me three links. 
The first one was a listicle titled “8 ways AI can help save 
the planet,” written by a PwC consultant, containing zero 
references and published by the World Economic Forum, 
a business group famous for its yearly gathering in Davos. 
The second one was a blog post based entirely on a report 
by the same World Economic Forum. The third was a peer-
reviewed article in Nature, which stated that AI had the po-
tential to mitigate the climate crisis, but very clearly men-
tioned that it also had the potential to make it worse.

The lead researchers of the German Data Ethics Commis-
sion did not answer my request to see their sources.

I’ll leave the last word to Karsten Smid, who’s in charge of 
climate-related issues at Greenpeace Germany. In an email 
to AlgorithmWatch, he wrote: “We would be happy if cli-
mate mitigation used less Artificial Intelligence, and more 
human reason.”

"We would be happy if 
climate mitigation used less 
Artificial Intelligence, and 

more human reason."
Karsten Smid
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Research
By Louisa Well

Contextualization
Issues concerning ADM systems keep coming up in public 
discussions, but they do not usually make the headlines. 
ADM is commonly referred to under the label “Artificial In-
telligence” (AI) and the lines between digitization, automa-
tion, and machine learning tend to be blurry. Discussion 
around ADM was sparked when the federal police piloted a 
face recognition system at Südkreuz railway station in Ber-
lin. The program was criticized by civil society actors for its 
low-quality output and the potential for fundamental rights 
infringements. Many ADM systems are rolled out in Ger-
many and most of them do not get as much attention as 
the Südkreuz case. 

Risk-prediction applications are on the rise. Within the po-
lice force they are used to analyze the threat levels of Is-
lamists under observation or to predict burglary hot spots. 
The Federal Foreign Office uses software to identify where 
the next international crisis is likely to occur. Schools and 
offices use an automated analysis tool to identify risks of 
violent behavior, be it from a school shooter, a terrorist, 
or a violent partner. Automated text, speech, and image 
recognition are deployed to prevent suicides in jail, analyze 
migrants’ dialects or to identify child pornography. Auto-
mation can also be found in the welfare system where it is 
mainly used to speed up administrative processes. 

These cases show that ADM systems are beginning to per-
meate many different sectors of society, a trend that will 
intensify over the coming years. At a 
governmental level in Ger-
many, the course is 
set for AI applica-
tions to be devel-
oped and rolled 
out. The govern-
ment’s AI Strat-
egy focuses on 
funding research 
and supporting 

small and medium sized enterprises (SME) and start-ups 
to make Germany a strong player in the European AI land-
scape. 

A catalog of ADM 
cases
/ Predictive Policing

/ Federal Level 

Since 2017, the Bundeskriminalamt (Federal Crime Agency, 
BKA) has used the risk-assessment tool RADAR-iTE (Bun-
deskriminalamt, 2017) to sort “militant Salafists” into three 
threat levels (high, conspicuous, and moderate). The system 
was developed in cooperation with the Department of Fo-
rensic Psychology at the University of Konstanz. In order to 
assess a person already known to the authorities, the case-
worker fills in a standardized questionnaire about the “ob-
servable behavior” of the subject, drawing on data the po-
lice previously gathered on the person and everything the 
police is legally authorized to access. Once the results of the 
corresponding threat levels are provided, the caseworker 
(or the respective department) decides what action to take.

/ Federal State Level

At the federal state level, several police forces have been 
running trials with predictive policing software (Heitmüller, 
2019), some of which are currently in use. In Bavaria, the 
tool PRECOBS (Institut für musterbasierte Prognosetech-
nik, 2018) calculates where burglaries are most likely to oc-
cur, however the same software was discontinued in Baden 
Wurttemberg in 2019 due to data quality issues (Mayer, 
2019). In the field of burglary prevention, the state of Hesse 
deploys the KLB-operativ forecast tool (Polizei Hessen, 
2017), and Berlin uses KrimPro (Dinger, 2019). Both of these 
tools analyze data to identify where a potential break-in is 
most likely to occur. Based on IBM products, North Rhine-

The Federal 
Foreign Office 

uses software to 
identify where the next 
international crisis is 

likely to occur.
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Westphalia developed SKALA (Polizei Nordrhein-Westfahl-
en, 2020), while Lower Saxony uses PreMAP (Niedersäch-
sisches Ministerium für Inneres und Sport, 2018); these two 
tools make predictions about burglary hot spots, which the 
police incorporate into action plans.

/ Identifying Child Pornography

An AI tool to identify pornographic images of children 
was developed in a collaboration between (Richter, 2019) 
Microsoft and the Ministry of Justice of the State of North 
Rhine-Westphalia, the Zentral- und Ansprechstelle Cyber-
crime (Contact Office for Cyber Crime, ZAC NRW) based in 
the department of public prosecution in Cologne. In order 
to comply with strict regulations related to data and child 
protection, software is used to blur images in police inves-
tigations on the police servers in Germany before they are 
uploaded to Microsoft servers in a non-identifiable way. In 
the cloud, algorithms analyze the images for pornographic 
content, identify the faces of victims and abusers and com-
pare them to existing profiles stored in a database. These 
results are returned to the police for further analysis. This 
software aims to reduce the workload and mental strain 
police endure while investigating child abuse.

/ Suicide Prevention in Jail

In 2019, the Ministry of Justice of the State of North Rhine-
Westphalia launched a program aimed at preventing sui-
cide in jail (Schmalen, 2019). The ministry employed the 
Chemnitz-based firm FusionSystems GmbH (Systems, 2019) 
to build a video surveillance system that can detect suspi-
cious objects such as a knotted rope or a fire lighter inside a 
cell and alert officers on duty. The system is supposed to be 
used on inmates who are categorized at a medium to high 
suicide risk level and it is meant to substitute the current 
in-person checks carried out at 15-minute intervals, which 
have been criticized (Schmalen, 2019) because they poten-
tially increase the emotional strain on inmates.

/ Crises Management in Foreign Policy

The Federal Foreign Office uses the data analytics tool PRE-
VIEW– Prediction, Visualization, Early Warning (Auswärtiges 

Amt, 2019) to identify evolving international crises. The tool 
analyzes publicly available data related to current politi-
cal, economic, and societal trends and conflicts in order to 
identify developing crises. According to the Federal Foreign 
Office, AI is used to process the data, which is then used 
to produce infographics and maps to help provide insights 
into the state of a particular conflict. Furthermore, trend 
analyses illustrate how political and societal developments 
may evolve. PREVIEW is deployed by the Federal Foreign 
Office’s Department S, which oversees international stabili-
zation measures and crises engagement. The output also 
supports the civil servants in determining which steps to 
take next.

/ Identity Check of Migrants

The Bundesamt für Migration und Flüchtlinge (Federal Of-
fice for Migration and Refugees, BAMF) has been using au-
tomated text and speech recognition systems to identify 
refugees (Thüer, Köver and Fanta, 2018) since 2017. Agen-
cy employees can ask asylum seekers to give them access 
to their cell phone, tablet, or laptop to verify if they are 
telling the truth about where they come from. The agency 
has the ability to obtain all the data contained on the de-
vices and run software on it. The software presents the 
employee with a limited overview of the content, which 
also includes language analysis of the text retrieved. Ac-
cording to the BAMF, both the software and the hardware 
was provided by the firm Atos SE (Biselli, 2017), however 
VICE Magazine found evidence (Biselli, 2018b) that the 
mobile forensic technology firm MSAB was also involved. 
Another tool deployed by the BAMF aims to identify dis-
guised dialects in speech (Biselli, 2018a). When an asylum 
seeker does not have a valid proof of ID, a two-minute 
voice recording of the person describing a picture in their 
mother tongue is analyzed by software, which then cal-
culates a percentage of how close the speech comes to a 
certain dialect.

/ Social Services/ Welfare Administration

Since 2012, the Behörde für Arbeit, Soziales, Familie und 
Integration (Agency for Labor, Social Affairs, Family and In-
tegration) in Hamburg has been using a piece of software 
called JUS-IT (Behörde für Arbeit Soziales Familie und Inte-
gration, 2018) for the General Social Service, the Child Care 
Service and the Economic Help for Youths Programme. It is 
used to administer cases and automate payments and is 
equipped with interfaces that connect it to police reports 
and health insurance funds. The system is based on Cúram 

This software aims 
to reduce the workload and 

mental strain police endure while 
investigating child abuse.
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– a modular off-the-shelf IBM product that can be tailored 
for specific needs – which has been criticized for function-
ing inaccurately in Canada (Human Rights Watch, 2018). In 
2018, an expert commission on child protection (BÜRGER-
SCHAFT DER FREIEN UND HANSESTADT HAMBURG, 2018) 
found that JUS-IT lengthens administrative processes, leav-
ing less time for much needed family visits. As a result, the 
commission recommends major revisions or a complete 
shut-down (Lasarzik, 2019) of the software.

The Bundesagentur für Arbeit (Federal Labor Agency) uses 
an IT-system called ALLEGRO to administer unemployment 
benefit. The agency workers input an applicants’ data and 
the system calculates the corresponding benefit levels. The 
system can connect to health insurance and pension funds 
and cooperate with customs and the Central Register of 
Foreign Nationals (Ausländerzentralregister) (Deutscher 
Bundestag, 2018). In 2012, ALLEGRO replaced the admin-
istration’s previous software, called A2LL, which was an er-
ror prone system developed by T-Systems. The new soft-
ware was developed in-house at the Federal Labor Agency 
(Borchers, 2008).

/ Risk-Scoring of Violence

Similar to the tool used by the Federal Crime Agency de-
scribed above, researchers from the Institute of Psychology 
and Threat-Management at the University of Darmstadt 
have developed a tool called Screener Islamismus (Screener 
Islamism) (DyRiAS, 2019c). This tool is used to calculate the 
level of risk a person has of causing violence due to Islamic 
extremism. The Screener Islamismus tool is based on the 
DyRiAS IT-system (short for Dynamic Risk Assessment Sys-
tems) (DyRiAS, 2019a). The philosophy behind the tool is 
that violence is not linked to character traits but that it oc-
curs at the end of a process where perpetrator, victim, and 
situational influences interact. Users answer several ques-
tions about the behavior of the person they want to check. 
The system organizes the answers into an overview and 
adds guidance (DyRiAS, 2019c) on how to handle the situa-
tion. It remains to be seen, which institution will implement 
the system as it does not seem to have been built for the 
police, but other institutions such as schools and offices, 
etc.

Other DyRiAS applications are already in use. For example 
(DyRiAS, 2019b), protection centers for women in the cit-
ies of Singen and Weimar use DyRiAS-Intimpartner (DyRiAS 
intimate partner) to determine the threat levels of abu-
sive male partners. Another example can be found at the 

Landesschulamt Sachsen-Anhalt (Federal State Education 
Agency). It deploys DyRiAS-Schule (DyRiAS school) to analyze 
the threat levels of students who have the potential to go 
on a school shooting rampage. In another case, Swiss em-
ployers screen employees with DyRiAS-Arbeitsplatz (DyRiAS 
workplace) to look at their potential for violent behavior or 
if they might become a stalker. After a member of staff fills 
in a questionnaire about the person they suspect of poten-
tially acting violently, the tools “automatically create a re-
port” that provides the user with a threat score.

Policy, oversight 
and debate
/ Policy – Government and 
Parliament

/ German AI Strategy

The German AI Strategy (Die Bundesregierung, 2019), pub-
lished in November 2018, has three key aims:
1)	 To make Germany, and Europe, leaders in the 

development and deployment of AI and to keep 
Germany competitive at an international level.

2)	 To ensure the responsible development and 
deployment of AI for the common good.

3)	 To embed AI ethically, legally, culturally, and 
institutionally into society, shaped by politics and based 
on a broad dialogue across society.

The strategy mandates 3 billion euros to fund AI pro-
jects and, following a written query from the Green Party 
(Deutscher Bundestag, 2019), the Federal Government dis-
closed how the funds will be distributed. 

The lion’s share goes to the Federal Ministry of Education 
and Research (170 million euros). This will consolidate exist-
ing German AI research institutions, fund additional profes-
sorships, attract international experts to Germany, improve 
academic teaching and, allow for investment in junior sci-
entists. A slightly smaller portion goes to the Federal Minis-
try of Economic Affairs and Energy (147 million euros), fol-
lowed by the Federal Ministry of Labor and Social Affairs 
(74 million euros) while the rest is divided between seven 
further ministries and the Federal Chancellery.

As part of the AI Strategy, the German government decided 
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to create an ‘AI Observatory’ at the Federal Ministry of La-
bor and Social Affairs. This will carry out technological as-
sessments of the distribution and effects of AI regarding 
the labor market and society in general. The aim is to foster 
European interinstitutional cooperation, develop a shared 
understanding of AI and design a framework of guidelines 
and principles for the deployment of AI in the labor sector.

The AI Strategy will be updated, and many projects con-
cerned with issues around research, innovation, infrastruc-
ture, administration, data sharing models, international 
standards, and civic uses are currently in the making.

/ German Data Strategy

In November 2019, the government published the key points 
it would like to include in the forthcoming data strategy. The 
strategy’s goals are to make data more accessible, support 
responsible data use, improve data competencies in society, 
and make the state a pioneer in data culture. As data plays 
an integral part in ADM-systems, the strategy will have a high 
impact on which applications can be rolled out in the future. 
The development process of the data strategy was accompa-
nied by expert hearings with participants from civil society, 
the economy and science, and the public took part online.
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/ Data Ethics Commission

In 2018, the German government appointed the Data Eth-
ics Commission (Datenethikkommission, 2019) to discuss 
the ethical implications of Big Data and AI. A year later, the 
Commission presented a report with several recommenda-
tions concerning algorithmic systems. A general require-
ment they called for is that algorithms should have a hu-
man-centric design. This includes; consistency with societal 
core values, sustainability, quality and efficacy, robustness 
and security, minimal bias and discrimination, transparen-
cy, explainability and traceability, and clear accountability 
structures. Interestingly, they also introduced the concept 
of “system criticality”, especially with respect to transpar-
ency and control. With this approach, they demand to in-
clude the likeliness and scope of potential damage caused 
by algorithmic systems. In addition, the commission recom-
mended that algorithms should be audited according to a 
“criticality pyramid”. The criticality of an algorithmic system 
is assessed using a scale where 1 = not critical, no action 
needed, to 5 = high potential of damage, partial or com-
plete ban of the system. Between these two extremes, they 
propose heightened transparency obligations, ex-ante ap-
proval mechanisms and continuous supervision by over-
sight bodies.

/ Enquete Commission on Artificial 
Intelligence

At the end of 2019, one year after the commission was in-
stalled in parliament, the working groups published interim 
results from expert hearings and discussions carried out 
during the previous year. The economic working group 
(Enquete-Kommission Künstliche Intelligenz, 2019c) stated 
that AI holds the potential to both heighten productivity 
and improve sustainability as well as to reinforce social in-
justices and restrict participation in the labor market and 
society. The working group on issues around government 
and the state (Enquete-Kommission Künstliche Intelligenz, 
2019b) stressed the duty of care binding the state when 
rolling out AI systems, and it proposed mechanisms that 
support the ability of citizens to decide and to trace back 
decisions. Bearing in mind the fact that health data is very 
sensitive and needs to be highly protected, the working 
group on health (Enquete-Kommission Künstliche Intelli-
genz, 2019a) sees AI as one potential driver for improved 
diagnoses, therapies, and care for the sick and elderly.

/ German French Working Group on 
Disruptive Innovations and Artificial 
Intelligence

To face global competition in the area of technology and in-
novation, especially in AI, a working group (Deutsch-Franzö-
sische Parlamentarische Versammlung, 2019) on the topic 
was established between the French and the German par-
liaments in 2019. The group aims to coordinate the work of 
the two governments regarding AI issues and to foster a Eu-
ropean frame for enhanced innovation capabilities guided 
by European values.

In 2017/18, a pilot project on face recognition was run by 
the police at the Südkreuz train station in Berlin. It was criti-
cized by civil rights and data protection activists and also 
provided a high number of false positives and negatives. 
When Horst Seehofer, Minister of the Interior, introduced a 
bill that would authorize the federal police to roll out face 
recognition software nationwide, his plans were met with 
criticism from many parties. Early on in 2020, Minister See-
hofer withdrew the bill. 

/ Civil Society and Academia

/ Civil Society

Civil society is active in the field of digitalization in gener-
al and around ADM processes in particular. An important 
stream in public discussions focuses on AI and sustainabil-
ity. Highlights in this debate were the Bits & Bäume Con-
ference (Bits and Trees) (Bits und Bäume, 2019) in 2018, 
which aimed to connect both the ecology and technology 
communities to discuss the interaction between digitization 
issues and the environment. In 2019, and after analyzing 
the complex interactions between the two topics, the Ger-
man Advisory Council on Global Change (German Advisory 
Council on Global Change (WBGU), 2019) presented a thor-
ough report called Towards Our Common Digital Future. 
The report pointed out a gap in the Sustainable Develop-
ment Goals (SDGs) concerning ADM-processes, and called 
for traceability, legally enforceable rights, and a regulatory 
discussion around liability rights concerning algorithmic 
systems. The Bertelsmann Foundation Ethics of Algorithms 
(Bertelsmann Stiftung, 2019b) project developed the Algo.
Rules (Bertelsmann Stiftung, 2019a). These consist of nine 
guidelines on how to design an algorithmic system. In addi-
tion, they also published working papers on a broad range 
of issues as well as conducting studies on the societal state 
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of knowledge and acceptance for algorithms in Germany 
and Europe (Grzymek, 2019). The Stiftung Neue Verant-
wortung think tank (Stiftung Neue Verantwortung, 2019) 
ran a two-year project on algorithms and the common 
good, focusing on the importance of a strong civil society, 
health issues, recruitment, predictive policing, corporate 
digital responsibility, and the charity sector. The investiga-
tive platform Netzpolitik.org (Netzpolitik.org, 2019) and the 
watchdog-organization AlgorithmWatch (AlgorithmWatch, 
2020a), continue to report on new ADM cases (Algorithm-
Watch, 2020b). AlgorithmWatch also carries out research 
projects on the topics of platform governance, human re-
source management and credit scoring, as well as mapping 
the state of ADM in Germany and Europe.

/ Academia

Academic discourse on ADM occurs at different levels: some 
of it focuses on developing ADM systems, while other parts 
focus on research into ethical implications. An example of 
the research into ADM in action can be found in the health 
sector. The Federal Ministry for Economic Affairs and Energy 
funds two medical projects (under the frame of the Smarte 
Datenwirtschaft Wettbewerb Smart Data Economy Compe-
tition) (Hans Böckler Stiftung, 2018) in which AI is supposed 
to be used on patient data. In 2019, the Smart Medical Doc-
tor – From Data to Decision began (Bundesministerium für 
Wirtschaft und Energie, 2019). This is a project aimed at de-
veloping a medical data platform where AI anonymizes and 
prepares data from hospital cases to make them available 
for use in a diagnosis support tool for doctors called Ada 
DX. Ada Health GmbH, Helios Kliniken GmbH, the Univer-
sity Hospital Charité, and the Beuth University of Applied 
Sciences are all involved in the project. A second project, 
called Telemed5000 (Telemed5000, 2019), aims to develop 
a remote patient management system which allows doc-
tors to manage large numbers of cardiologic patients. This 
is a German-Austrian collaboration and it aims to combine 
Internet of Things (IoT) systems with deep learning technol-
ogy to monitor heart patients.

There are also several research projects underway that 
are looking into the societal implications of algorithms in 
Germany. A few examples worth mentioning are the Wei-
zenbaum Insitut – Research for a Networked Society (Wei-
zenbaum Institut, 2019); the Algorithm Accountability Lab 
(TU Kaiserlautern, 2019) and the Socioinformatics Degrees 
at the Technical University Kaiserslautern; and the newly 
founded Politics Department at the Technical University 
Munich (TUM, 2019).

Key takeaways
The narratives around ADM run between the poles of tech-
nological solutionism, where AI and ADM are praised to be 
the fix to all our societal problems and technophobic re-
jections of everything that is new. In many cases, the truth 
lies somewhere between and it is important to learn more 
about the intricacies of ADM systems to judge good from 
bad. Maybe the cure for cancer will be found with the help 
of machine learning, and ADM can potentially help to man-
age the task of reducing carbon emissions. At the same 
time, a ubiquitous datafication of many aspects of life and 
their incorporation into ADM systems can pose dangers to 
fundamental rights and must be scrutinized for injustices. 
One thing is certain; things are going to change. The shifts 
that ADM systems bring to the economy, science, labor, 
health care, finance, social services, and many other sectors 
will need to be accompanied by a society that is ready to cri-
tique flaws and, at the same time, embrace changes where 
they are useful and wanted. For too long, discussions about 
ADM linked back to autonomous driving or the image of ro-
bots replacing humans. It is timely and necessary for society 
to learn more about the challenges and opportunities that 
come with ADM systems. At a governmental level, the En-
quete Commission on AI is a good start for policy makers 
to get a better perspective on the topic. Civil society actors 
such as AlgorithmWatch continuously labor to shed light on 
the workings of hidden algorithms. What is needed now, is a 
broad societal discussion about how ADM can make life bet-
ter and where we see red lines that should not be crossed. 
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Suspected
activity on the border. 
We need an immediate 

intervention. 

?
?

? ?

We know
you’re hiding in 

there! Get out now 
or we’ll have to 
open the fire.

Find out more on p. 131 in the research chapter under “Patrolling and surveillance at the borders”.
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Broken 
Horizon: 
In Greece, 
research into 
automation 
fails to find 
applications
Greek researchers have led 
hundreds of research projects 
involving automation, but very 
few found their way into real-life 
uses. Opinions differ as to where 
the innovation pipeline  
is clogged.
By Nikolas Leontopoulos
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“Roborder” is a European research project. If its name 
sounds fancy or dystopian, wait for the tagline: “Autono-
mous swarms of heterogeneous robots for border surveil-
lance”.

Roborder is endowed by Horizon 2020. The 80 billion 
euro fund is “the biggest EU Research and Innovation pro-
gramme ever” according to the European Commission, 
which oversees the program. Horizon 2020 is divided into 
thematic “challenges”. Roborder belongs to the “Secure 
Societies” challenge, which aspires to protect Europeans 
against a series of threats: Crime and terrorism, natural 
and man-made disasters, border security, and cyber-se-
curity. (The European Commission makes little secret that 
“Secure Societies” is about preventing asylum seekers from 
reaching Europe, according to research by Mark Akkerman, 
who studies border militarization.)

Almost all Horizon 2020 consortia consist of a coalition of 
research centers, large and small companies, and public 
bodies, which the European Commission calls “end users”. 
Roborder’s consortium is made up of 26 partners from 12 
countries; its coordinator is CERTH, a Greek 
research center in Thessaloniki. This 
should come as no surprise.

/ Greek champions
Greece is only the 9th-largest EU coun-
try by population, but Greek research-
ers rank first in winning Horizon 2020 
grants in the field of security, accord-
ing to data from Horizon 2020’s dash-
board. “This is a huge breakthrough 
– and evidence that the security re-
search ecosystem in Greece is blos-
soming,” said Dimitris Kyriazanos, a 
leading researcher for Greece’s top re-
search organization, NCSR Demokritos, in 
Athens. Mr. Kyriazanos has been Greece’s delegate to the 
“programme committee” for Secure Societies, an advisory 
body to the European Commission, since 2019.

Greek organizations were part of several Horizon 2020 
projects that developed automated decision-making sys-
tems. Thessaloniki’s CERTH is part of Anita, a program to 
spot criminals active in online marketplaces, and of Ten-
sor, which aims at “retrieving and analyzing heterogene-
ous online content for terrorist activity recognition.” Kemea 
received half a million euros to develop Foldout, a project 

where machine learning shall be put to use to detect asy-
lum-seekers when they enter the EU overland. Spirit, where 
the Greek police is an end-user, “will take a novel approach 
in the development of a new scalable privacy preserving in-
telligence analysis for resolving identities system prototype 
(sic).” (The Greek police did not answer requests for clari-
fication.) These are just a few examples, there are many 
more.

However, despite this flurry of research projects, where 
Greek research institutions or end-users play a major role, 
very little evidence of automation can be found in Greece. 
This raises the question: if Greece is such a prolific produc-
er of AI research, why does it have so little to show for it?

/ Not more than meets the AI
George Vardoulias, a researcher at the American College 
of Greece, who has extensive research experience both in 
academia and in the industry, deplores the resistance to 
embrace automation: “Often automation is not compatible 
with the end-users’ wishes and stumbles on human preju-

dice. In Greece, we tend to politicize everything, 
labeling things as right-wing or left-wing, 

looking [for] who to blame for the tech, 
who is behind it. In the past ten years, ir-
rationalism has grown globally, not just in 
Greece. More and more people see sci-
ence and engineering as a tool of control 
and oppression.”

We challenged various stakeholders of 
the Greek research ecosystem, from re-
search centers to end-users, to provide 
examples of Horizon 2020 research pro-
jects that were transformed into products 

or have been applied in real life. Almost all 
our interlocutors had little or nothing to say.

Only one official from the Ministry of Maritime Affairs, one 
of Horizon 2020’s main end-users, pointed to one emblem-
atic ‘success-story’ involving AI: “Optinet”, which was fund-
ed by the European Commission’s regional development 
fund. Optinet is “an innovative tool to optimize the network 
of coastal navigation,” according to Athina Foka, the head of 
the EU Structural Funds service at the ministry. But Optinet 
started in 2018 and is scheduled to be delivered in 2021. 
Currently, it does not even have a website, and it is un-
clear what parts of the project involve automated decision-
making.

Greece is only 
the 9th-largest 

EU country by 
population, 
but Greek 

researchers rank 
first in winning 
Horizon 2020 

grants in the field 
of security.
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Mr. Vardoulias, the researcher at the American College of 
Greece, argues that “major breakthroughs are rare in re-
search by definition. In most cases, EU-funded research 
does not directly lead to products; but it makes procedures 
better, it changes the way of thinking, it enhances cross-
border collaborations. The closest you can get to a tangi-
ble effect is the impact research has on the rationale of 
designing the products in the next five to ten years. And 
the only way to achieve this is in the ‘casual’ environment 
of research.”

/ No blue skies in Greece
But another Greek researcher, who asked to be identified 
only as “Artemis” and who has worked on several Horizon 
2020 projects, strongly disagrees: “This is not ‘blue skies’ re-
search [research projects with no implementation goals]; 
this is supposed to be applied science. Projects are funded 
in order to lead to products or platforms, to serve real-life 
needs.”

Mr. Artemis is vindicated by Horizon 2020’s official motto: 
“Taking great ideas from the lab to the market”. Even the 
European Commission acknowledged this shortcoming. In 
the “interim evaluation” of the Horizon 2020 programme, 
among the “lessons learned” was the need for more “im-
pact” and “breakthrough innovation”.

If Horizon 2020 does not lead to impact or breakthrough 
innovation, then where is the added value?

Mr. Vardoulias lays out its implicit rationale: “Since direct 
funding of companies is prohibited in the EU, the alterna-
tive was to find an indirect way to provide funding for the 
companies so that they remain competitive on a global 
scale. The US and China support their companies, so the 
EU should do the same. This is a very competitive process 
and funds are very limited. But it can provide both an ini-
tial boost for start-ups and an incentive for innovation for 
larger companies.”

/ Greece’s research on life support
The benefits are even more critical for a country such as 
Greece. Since 2010, hundreds of thousands of highly edu-
cated graduates have emigrated. Austerity, imposed by 
foreign creditors including the EU Commission, exhausted 
the last drops of public funding to research. Mr. Vardoulias 
points out that during the crisis years, one of the only im-
ports of capital was via the research programs. They still 

fulfill an existential need for university graduates active in 
AI research, which is extremely difficult in a country with 
very limited industry.”

Mr. Kyriazanos from Demokritos agrees: “Currently, many 
highly-skilled executives in Greek companies of the security 
sector originate from the research ecosystem. This would 
not have been possible without EU research programmes 
and the contribution of research institutions.”

However, research programs are not without flaws, says Mr. 
Vardoulias. “The research projects’ mantra is innovation. 
But calls are not always compatible with reality, with what 
is needed and what is feasible. In some cases, this along 
with the fierce competition leads the applicants to promise 
far-fetched things. Proposals that sound cool may get pro-
moted at the expense of others that may be [a] better fit for 
the reality imposed by budget and time constraints.”

/ Short life spans
Mr. Kyriazanos says: “At the end of each project, there will 
be some tangible results that could be placed on track for 
commercialisation. However, if there are no national grants, 
support, or calls to assist the researcher, they will move on 
to ensure funding for the next project. If there are no fa-
vorable conditions for the ‘next logical step’ in innovation, 
results either remain on a low maturity prototype or worse: 
they are shelved. This means lots of lost opportunities.”

In other words, Greece might only lack a way to take auto-
mated decision-making from the lab to the streets. But not 
all agree.

In 2018, a wildfire at Mati on the outskirts of Athens cost 
102 lives. It was the second-deadliest forest fire in the 21st 
century after the 2009 bushfires in Australia. Mr. Kyriaza-
nos says: “It makes you wonder if things could have turned 
out differently. In 2014 we ran a big drill in forest firefight-
ing in the framework of AF3” (Advance Forest Fire Fighting), 
a research project financed by the European Commission 
under Horizon 2020’s predecessor, called FP7. AF3 included 
several automated systems to predict the evolution of fires 
and evacuate communities. “And this has been hanging 
over me, Mr. Kyriazanos added. It was never used – actu-
ally, even if we offered it for free to the Fire Service, they 
still would not use it.”

In the aftermath of the wildfires, it was reported in the 
Greek press that several projects and platforms that pro-
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vided an automated response to such incidents and that 
had been developed at a cost of dozens of millions had 
been cast aside.

/ “Researchers should get out of 
their labs”
One of the main end-users of Horizon 2020 projects is the 
Greek Coast Guard. Ms. Foka, of the Ministry of Maritime 
Affairs, oversees the European research projects. She is 
critical of the work done by research centers, and not just 
in Greece. “Researchers should get out of their labs and see 
the real needs. If the deliverable is not tailored to the needs 
of the end-user, then nobody’s going to use it.”

But Mr. Artemis, who has dealt with 
the Coast Guard within Horizon 2020 
projects, tells a completely differ-
ent story. “By design, the end-user 
is tasked to define specifications for 
the project. The Coast Guard rarely 
does so, and in the end, researchers 
themselves have to define the speci-
fications.”

Almost two years after the end of a 
Horizon 2020 project in the field of 
security, Mr. Artemis received a call 
from a Coast Guard officer. The of-
ficer asked the researcher on which 
workstation the software had been 
installed. Mr. Artemis realized that 
for almost two years the so-called ‘de-
liverable’ had been standing idle in one of 
the ministry’s computers. The ministry’s own staff probably 
did not know where it had been installed, and certainly did 
not use it.

/ Erasmus for grown-ups?
Mr. Artemis says: “The sad reality is that behind a significant 
proportion of Horizon 2020 projects on AI, there is noth-
ing but hot air. The acronyms are cool, the wording too but 
what’s really cool is the lifestyle! European research institu-
tions and companies are in for the money. As for individu-
als, both in the research institutions and the end-users, it’s 
about a lifestyle of free travel, food, and socializing around 
Europe. It’s an ecosystem addicted to EU funding; without 
it, it would die.”

Mr. Vardoulias rejects this approach as an over-simplifica-
tion, but he asserts that, for some European companies, 
funding depending on EU research grants becomes an end 
in itself, as if this were the product: “It’s a Europe-wide prob-
lem. There are many start-ups across the continent that exist 
only to attract EU funds. In reality, they have no marketable 
product. What is their activity? European research funding.”

/ KEMEA, a rookie that tops the 
charts
Historically, research in Greece has mostly been done by 
publicly-funded research centers such as NCSR Demokritos 

in Athens, the Centre for Research and Technol-
ogy Hellas (CERTH) in Thessaloniki, and 

the Foundation for Research and Tech-
nology-Hellas (FORTH) in Crete. But in 
the last few years, there’s a new entry 
on the scene: KEMEA, the Centre for 
Security Studies.

Despite being a rookie, KEMEA has 
grown to become the biggest re-
cipient in total funding for the entire 
Horizon 2020 Secure Societies pro-
gram. For the years 2018-2020, it has 
received more than 24 million euros 
when the second European recipient 
lags behind with 11 million euros. (KE-
MEA’s share is so big that it still ranks 
first even when earlier years are taken 
into account.)

KEMEA is a hybrid. From an administra-
tion point of view, it is fully controlled by the Ministry of 
Citizen Protection (the equivalent of the Ministry of the 
Interior, also responsible for the police) which appoints 
its seven-member board of directors and its executive 
director. From a legal point of view, KEMEA is a private 
structure, which frees it from some public scrutiny. Al-
though it answers directly to the government, KEMEA is 
a member of the European Organisation for Security, the 
European lobby representing corporations such as Air-
bus, Thales, and G4S.

KEMEA has participated in more than 100 European re-
search programs. To what avail?

We tried to approach KEMEA for months in order to under-
stand the impact of the many projects it contributed to in 

Currently, many 
highly-skilled 

executives in Greek 
companies of the 
security sector 
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the research 

ecosystem. This 
would not have 
been possible 

without EU research 
programmes and 
the contribution 

of research 
institutions.
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the field of security and automated decision-making. De-
spite communications via phone, email, and a preliminary 
meeting with its executive director, KEMEA declined to an-
swer questions.

We also addressed questions to three of the most impor-
tant end-users in Greece: the Ministry of Defense, the po-
lice, and the coast guard. Only the latter responded – and 
not in writing but over a casual phone conversation.

Researchers should get out 
of their labs and see the real 
needs. If the deliverable is not 
tailored to the needs of the 
end-user, then nobody’s going 

to use it. 
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Research
By Eleftherios Chelioudakis

Contextualization
The discussions in Greece about automation have become 
intense both at the institutional and the public level. Ac-
cording to the Digital Government factsheet for Greece 
(European Commission, 2019), the Greek government – in 
cooperation with the Ministry of Digital Policy, Telecommu-
nications and Information – aims to drastically transform 
the Hellenic State. This involves simplifying procedures and 
implementing big changes, especially in the field of new 
technology.

Moreover, with its National Digital Strategy (Hellenic Min-
istry of Digital Policy, Telecommunications & Media, 2016), 
Greece aims to kick-start its economic development, create 
new jobs, enhance the efficiency of public administration, 
eliminate geographical and social exclusion, and strength-
en the inclusion of all citizens in the economic and social 
life of the country. This strategy focuses on seven priorities, 
with an emphasis on the digitalization of public governance 
and the strengthening of security.

The Greek government has not yet adopted a national AI 
strategy. However, ADM systems are thriving at the national 
level, especially on research projects, and there are a con-
siderable amount of use-cases. Academic institutions and 
scientific research centers in Greece focus their activities on 
the development and deployment of ADM tools based on 
national grants, funds from the European Union (such as 
the Horizon 2020 programs), and collaboration with private 
industry. Finally, the Greek state 
is struggling to keep up with the 
technological developments in 
ADM and reflect on the chal-
lenges that arise by participat-
ing in common initiatives at the 
EU and Council of Europe level, 
and by establishing scientific 
committees for the examination 
of the role of algorithms and AI.

A catalog of ADM 
cases
/ Patrolling and surveillance at the 
borders
The Center for Research and Technology Hellas (ITI/CERTH), 
the National and Kapodistrian University of Athens (UoA), 
and the Hellenic Ministry of Defense participate in the 
research project consortium ROBORDER (“autonomous 
swarm of heterogeneous RObots for BORDER surveil-
lance”). The aim of the ROBORDER project is to deliver a 
fully-functional, autonomous border surveillance system. 
The system consists of unmanned mobile robots includ-
ing aerial, water surface, underwater and ground vehicles, 
capable of functioning both on a standalone basis and in 
swarms. The project started in May 2017 and will conclude 
in February 2021. Twelve other countries are also partici-
pating in this consortium: Portugal, United Kingdom, Roma-
nia, Germany, Italy, Switzerland, Bulgaria, Spain, Hungary, 
Belgium, Finland, and Estonia (ROBORDER, 2017).

Furthermore, a considerable number of public and private 
stakeholders in Greece are taking part in a research project 
called TRESSPASS (“robusT Risk basEd Screening and alert 
System for PASSengers and luggage”). The Greek National 
Center for Scientific Research “Demokritos” is coordinating 
the project, while six other Greek actors are part of the pro-
ject’s consortium. These include the Piraeus Port Author-

ity, the Greek Ministry 
of Maritime Affairs and 
Insular Policy, the Hel-
lenic Customs Adminis-
tration, and the Center 
for Security Studies (KE-
MEA), which is a research 
center within the Hel-
lenic Ministry of Citizen 
Protection. TRESSPASS 
promotes the idea of 

The aim of the  
ROBORDER project is to 

deliver a fully-functional, 
autonomous border 
surveillance system.
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“risk-based” security checks and offers an analytic frame-
work for modelling risk as well as a systematic approach 
of quantifying risk, based on a set of indicators. Once an 
estimate of these indicators is made using data collected 
from background information, sensors and applications, a 
level of risk is calculated for each traveler, based on the risk 
management approach introduced in the TRESSPASS pro-
ject (TRESSPASS, 2018).

In the field of border management, another research pro-
ject that has attracted attention over the past year is the 
iBorderCtrl project (“Intelligent Portable Control System”). 
According to the project’s website, the aim of this project is 
to enable faster and more thorough border control for third 
country nationals crossing the land borders of EU Member 
States. iBorderCtrl was implemented on the Hungarian, 
Greek, and Latvian borders as a pilot project, but it is not an 
authorized law enforcement system. KEMEA and the Train-
OSE S.A., a Greek railway company, participated in piloting 
the project in Greece. The project came to an end in August 
2019 (iBorderCtrl, 2016). In November 2018, the Greek civil 
society organization Homo Digitalis filed a petition to the 
Greek Parliament regarding the pilot implementation of the 
iBorderCtrl project at Greek borders (Homo Digitalis, 2018). 
Finally, based on a successful access to information request 
it was revealed that during the pilot project in Greece the 
role of travelers was primarily “played” both by the Border 
Guards and Hellenic Police Officers. Furthermore, staff from 
KEMEA and other consortium members voluntarily played 
the role of travelers. Thus, it appears that no real travelers 
participated in the Greek pilots (iBorderCtrl, 2019). 

Finally, KEMEA is also involved in another research pro-
ject – related to the use of ADM for border management – 
known as FOLDOUT (“Through-foliage detection, including 
in the outermost regions of the EU”). The aim of FOLDOUT 
is to build a system which combines various sensors and 
technologies and fuses them into an intelligent detection 
platform for border surveillance. According to FOLDOUT’s 
website, the project will improve the speed of the work of 
border guards by combining events from various sensors 
to give a situation threat assessment followed by suggest-
ed reaction scenarios. According to the project’s website, 
a two-year pilot project in Bulgaria and demonstrations of 
the project in Greece, Finland, Lithuania, and French Guiana 
are all planned. However, there are no details on the exact 
dates of such demonstrations. Nevertheless, the goals are 
described as follows: detection of irregular border cross-
ings (illegal migrants + vehicles) in forest terrain border sur-
veillance for the Bulgarian and Greek demonstrations, and 

detection of illegal transport and entry of goods (trafficking) 
in temperate broadleaf forest and mixed terrain border 
surveillance for the demonstrations in Finland, Lithuania, 
and French Guiana (FOLDOUT, 2018).

/ Automated Car Insurance 
In November 2017, two companies – Interamerican S.A. 
and OSEVEN – informed the Hellenic Data Protection Au-
thority (HDPA) about their car insurance program called 
“Smart Drive”. The price of the insurance for the “Smart 
Drive” program is determined by the driver’s behavior 
based on an application installed in the driver’s smart-
phone. Following two years of wide consultations between 
the HDPA and the companies, the HDPA announced they 
would postpone the adoption of a decision on this case 
until the European Data Protection Board has finalized its 
guidelines on processing personal data in the context of 
connected vehicles and mobility related applications (Hel-
lenic Data Protection Authority, 2020a). The related deci-
sion that the HDPA will hand down in the coming months 
is awaited with much interest.

/ Autonomous driving
In 2015, the city of Trikala was in the spotlight because of 
a self-driving, 10-passenger electric bus. The autonomous 
vehicle was part of a European Union-funded project called 
CityMobil2 (CM2). The maximum speed of the bus was 
only 20 kilometers per hour, and it could not change lanes, 
however it stopped when any obstacles, such as parked 
cars, got in its way (Rainey, 2018). Now, the city is looking 
into autonomous driving a little further. AVINT (“Autono-
mous vehicles integrated within the urban context”) is a 
project set up to study urban transport in Trikala. It will 
integrate a line of automated buses – three buses in total, 
carrying 10 passengers each – into the city’s transporta-
tion network. This automated bus line will connect Trikala 
city center with the university campus. The project started 
in January 2019 and will be completed in December 2021. 
According to the project’s website, Greece is a pioneer in 
autonomous driving, as it has had a legal framework in 
place since 2014. The framework allows for the operation 
of automated buses without a driver under strict condi-
tions. The partners in the project are the e-Trikala com-
pany, owned by the municipality of Trikala, the Institute 
of Communications and Computer Systems (ICCS) of the 
School of Electrical and Computer Engineering at the Na-
tional Technical University of Athens, and the private com-
pany Space Hellas (AVINT, 2019).
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Lastly, the University of Patras, 
ITI/CERTH, and the Foundation 
for Research and Technology 
Hellas (FORTH) took part in 
the ADAS&ME project (“Adap-
tive ADAS to support inca-
pacitated drivers & Mitigate 
Effectively risks through tailor 
made HMI under automation”). 
The aim of the research project is 
to develop robust detection/prediction 
algorithms to monitor the physical and emotional state 
of the driver/rider to mitigate accidents related to driver fa-
tigue, sleepiness, stress, inattention or high emotions. The 
project focused on seven use-cases, covering a wide variety 
of critical driving scenarios, using different types of vehi-
cles (cars, trucks, buses, and motorcycles). The results of 
the project were demonstrated in December 2019 and the 
project came to an end in February 2020 (ADAS&ME, 2016).

/ Healthcare and Medicine
NCSR Demokritos is the coordinator of the research pro-
ject IASIS (“Integration and analysis of heterogeneous big 
data for precision medicine and suggested treatments for 
different types of patients”). In addition, the private Greek 
company Athens Technology Center also participates in 
this project. The goal of IASIS is to integrate data from vari-
ous sources, including genomics, electronic health records 
and bibliography, and apply advanced analytical methods 
to discover useful patterns. Data resources for two differ-
ent disease categories, namely dementia, and lung cancer, 
will be explored during the project’s implementation phase. 
It is not known whether and how the consortium aims to 
integrate such a system into clinical decision making (IASIS, 
2017).

Furthermore, Aristotle University of Thessaloniki (AUTH) 
coordinated the research project i-PROGNOSIS (“Intelligent 
Parkinson eaRly detectiOn Guiding NOvel Supportive Inter-
ventionS”), while three other Greek stakeholders, including 
ITI/CERTH, the Greek telecommunications company COS-
MOTE, and the Microsoft Innovation Center – Greece, par-
ticipated in it. Among the aims of the project was a plan 
to develop and employ advanced big data analytics and 
machine learning techniques, in a distributed and privacy-
aware fashion, to create a Parkinson’s Disease Behavioral 
Model and construct reliable early symptoms detection 
alarms. The project concluded in January 2020 (i-PROGNO-
SIS, 2016).

Finally, the pharmaceutical com-
pany Pfizer has chosen the city of 
Thessaloniki for the creation of 
one of its six digital laboratories, 
aimed at capitalizing on technol-
ogies such as AI and big data ana-
lytics for the development of new 

treatments. The investment was 
announced in September 2019 by 

the Greek Prime Minister, Mr. Kyriakos 
Mitsotakis, at the 84th edition of the Thes-

saloniki International Fair (TIF), the largest exhibition 
event in the Balkans (Konti, 2019).

/ Automated processing of traffic 
offenses and Automatic Number 
Plate Recognition cameras
Automated processing of traffic offenses was introduced 
in Greece back in 2001 based on Presidential Decree 
287/2001. However, in recent years, because of the finan-
cial crisis, the purchase of photo radars has been limited. 
As a result, the number of available traffic enforcement 
cameras on national highways is low. According to a 2017 
interview with the then Deputy Minister for Citizen Pro-
tection, Mr. Nikolaos Toskas, traffic enforcement cameras 
were only present on a single section of the entire national 
highway network. However, 14 traffic enforcement cam-
eras have been installed on the Attica toll road, which is a 
privately owned motorway system (Kathimerini, 2017). It is 
also worth noting that the number of normal traffic cam-
eras on national highways is high, while police officers use 
manually operated tools to detect drivers who exceed the 
speed limit (Lialos, 2017).

In addition, Automatic Number Plate Recognition (ANPR) 
cameras were openly introduced in 2019. According to 
a Greek news report, around 50 Hellenic police vehicles 
are equipped with such cameras and they are capable of 
detecting the license plates of stolen vehicles or vehicles 
used in criminal activities. The ANPR can recognize 15,000 
license plates per hour, and the cameras can detect license 
plates at speeds above 170 km per hour. In the near future, 
they will also be able to detect uninsured vehicles (To Vima, 
2019).

/ Predictive Policing
Greece participates in several predictive policing projects. 
Firstly, in the spring of 2019, Intracom Telecom, a global 

The ANPR can recognize 
15,000 license plates per hour, 

and the cameras can detect 
license plates at speeds above 

170 km per hour. 
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telecommunication systems and solutions vendor, signed 
a four million euro contract with the Hellenic Police and 
the Hellenic Ministry of Citizen Protection for the develop-
ment of “Smart Policing” software. The contract states that 
Intracom Telecom will develop an integrated information 
system which will include the core building blocks for face 
recognition, automated fingerprint identification, docu-
ment authentication, and complex information searches in 
existing databases. The system will allow the police to run 
checks in real-time during police stops (Intracom Telecom, 
2019 and Hellenic Police, 2019). Based on the implemen-
tation timetable of the project, the vendor will deliver the 
system to the Hellenic Police within 20 months of signing 
the contract (Hellenic Police 2018). 

Secondly, the Hellenic Police and four other law enforce-
ment authorities (i.e. the West Midlands Police (UK), the Po-
lice and Crime Commissioner for Thames Valley (UK), the 
Serbian Ministry of Interior (RS), and the Police Academy in 
Szcytno (PL)) are taking part in a project called SPIRIT (“Scal-
able privacy preserving intelligence analysis for resolving 
identities”). The information available on the project’s web-
site is very limited, even though the project has been up 
and running since August 2018. Nevertheless, it is evident 
from the website that the project aims to use tools such 
as face extraction and matching, to correlate information 
from social media data, and to continuously initiate com-
plex associative searches across all sources relevant to 
criminal investigation. A successful freedom of information 
request revealed that trial runs will be organized, includ-
ing in Greece, involving end users and practitioners, such 
as law enforcement agencies, and other stakeholders. The 
Hellenic Police (Border Unit) is involved in trials that run be-
tween January and August 2020, while reports of trial runs 
and tests are expected in the form of deliverables in April 
2020 and January 2021 (Ask the EU, 2020). Two of the Greek 
stakeholders in SPIRIT’s consortium are the private compa-
nies Singular Logic and Nydor System Technologies. The 
project is due to end in July 2021 (SPIRIT, 2018).

Thirdly, the Center for Security Studies (KEMEA) is a mem-
ber of the COPKIT project, which is developing data-driven 
policing technologies to support law enforcement agen-
cies (LEAs) and help prevent, investigate and mitigate 
crime and terrorism. Europol and nine LEAs from eight 
different countries are members of this project as well. 
The first private demo of the COPKIT tools took place in 
Athens in November 2019 at the premises of KEMEA. A 
second private demo was held in Madrid in May 2020 and 
the third will take place in Brussels in November 2020, fol-

lowed by a public demonstration at the project’s final con-
ference (COPKIT, 2018).

Furthermore, ITI/CERTH is a participant in the ANITA re-
search project (“Advanced tools for fighting oNline Illegal 
TrAfficking”), which started in May 2018 and is set to con-
clude in April 2021. The aim of the project is to design and 
develop a knowledge-based user-centered investigation 
system for analyzing heterogeneous (text, audio, video, im-
age) online and offline content for fighting the trafficking 
of drugs, counterfeit medicines, and firearms. According to 
the project’s website (ANITA 2018), ANITA will combine the 
following benefits:

a.	 data source analysis of crypto-currency networks, 
transactions, and blockchain technologies

b.	 advanced big data analytics tools for the automatic 
analysis of vast amounts of multimodal content from 
identified sources

c.	 methodologies for capturing, modelling and inferring 
knowledge in human understandable forms (e.g. 
expressive ontologies), also extracting relevant and 
new knowledge from neural networks and formally 
storing it in the form of ontologies.

d.	 domain-related and user-oriented intelligence 
applications, which will enable users to identify 
patterns for correlations among illegal trafficking 
events, entities and activities, and will support decision-
making processes for countermeasures.

e.	 lastly, the project’s goal is to develop a cognitive 
user modelling framework that will capture, analyze, 
interpret, mimic, and integrate key human cognitive 
and information processing functions to represent 
the incorporation of human perception/cognition 
principles in the system processing pipelines (i.e. 
integrating the investigators/officers/practitioners ‘in-
the-loop’ of the overall analysis process).

The system will allow 
the police to run 
checks in real-time 
during police stops. 
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Finally, ITI/CERTH also participates in a project called CON-
NEXIONs (“InterCONnected NEXt-Generation Immersive IoT 
Platform of Crime and Terrorism DetectiON, PredictiON, 
InvestigatiON, and PreventiON Services”), which started in 
2018 and will end in August 2021. The aim of the project 
is to enhance operational and (near) real-time situational 
awareness of the consortium’s law enforcement authori-
ties, through automated identification, interpretation, fu-
sion and correlation of multiple heterogeneous big data 
sources. Such multimodal data includes surface, deep, and 
dark web, as well as social media content in seven languag-
es (English, French, German, Portuguese, Romanian, Span-
ish, and Arabic). Other sources include data acquired by IoT 
devices and digital evidence (CONNEXIONs, 2018).

Policy, oversight 
and public debate
/ Policy
Establishment of the Legislative Committee for the transpo-
sition of the new Copyright Directive and its controversial.

/ Article 17

In September 2019, Ms. Lina Mendoni, Greek Minister of 
Culture and Sports, issued her decision to establish a legis-
lative committee entrusted with the transposition of Direc-
tive 2019/790 on copyright and related rights. There is great 
interest in the transposition of the controversial Article 17, 
which relates to the use of content moderation software in 
the Greek legal framework. The Committee is scheduled to 
deliver its work by the end of June 2020 (Hellenic Ministry of 
Culture and Sports, 2019).

/ Greece at the Ad Hoc Committee on AI 
of the Council of Europe

In September 2019, the Committee of Ministers of the 
Council of Europe set up an Ad Hoc Committee on AI (CA-
HAI). The Greek delegation at the CAHAI is composed of 
representatives from the Ministry of Foreign Affairs and the 
Ministry of Digital Governance. The Greek digital rights or-
ganisation Homo Digitalis is an observer of the CAHAI since 
June 2020, as well. The Committee aims to examine the fea-
sibility and potential elements of a legal framework for the 
development, design and application of AI, based on the 

Council of Europe’s standards on human rights, democracy 
and the rule of law (Council of Europe, 2019a). 

/ Greece signs the Protocol to amend 
Convention 108 of the Council of Europe

In September 2019, ambassador Mr. Panayiotis Beglitis, 
Permanent Representative of Greece at the Council of Eu-
rope, signed the protocol amending the Convention for the 
Protection of Individuals with regard to Automatic Process-
ing of Personal Data (Council of Europe, 2019b). The new 
Article 9 of the Modernized Convention 108 states that 
every individual shall have a right not to be subject to a 
decision significantly affecting him or her based solely on 
the automated processing of data without having his or her 
views taken into consideration (Council of Europe, 2018a). 
According to the protocol’s explanatory report, the data 
subject should have the chance to argue the irrelevance 
of the profile to be applied to his or her particular situa-
tion, or other factors that could influence the result of the 
automated decision. For instance, when the application of 
algorithmic reasoning ends up limiting an individual’s right 
to social benefits (Council of Europe, 2018b).

/ Greece finally enforces the GDPR and 
Law Enforcement Directive, but raises 
criticism

In August 2019, the Greek Parliament adopted the Law 
4624/2019, which enforces the provisions of the GDPR 
and implements the Directive 2016/680 (the Law Enforce-
ment Directive – LED) into the national legal framework. 
Article 52 of L.4624/2019 transposes Article 11 of the LED 
(Automated individual decision-making). In September 
2019, the Greek digital rights organization Homo Digitalis 
and the Greek consumer rights organization EKPIZO chal-
lenged the clarity of L.4624/2019 and requested the Hel-
lenic Data Protection Authority to issue an Opinion on its 
conformity with the provisions of the GDPR and the LED 
(Homo Digitalis & EKPIZO, 2019). Also, in October 2019, 
Homo Digitalis filed a complaint (CHAP(2019)03059) to the 
European Commission against a breach of the provisions 
of the EU data protection law (GDPR and LED) by Greece 
and L.4624/2019. According to Homo Digitalis, while Ar-
ticle 52, para.1 of the L.4624/2019 states that a decision 
based solely on automated processing, including profiling, 
which produces an adverse legal effect concerning the 
data subject or significantly affects him or her is only al-
lowed when it is authorized by law. It does not state that 
such a law shall provide appropriate safeguards for the 
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rights and freedoms of the data subject, not even the right 
to obtain human intervention on the part of the control-
ler. This omission is very serious and could jeopardize the 
rights of the data subjects in the age of technology-led 
predictive policing (Homo Digitalis, 2019a). The Hellenic 
DPA issued its Opinion on L. 4624/2019 in January 2020, 
which heavily criticized the lack of conformity of some of 
its provisions with the GDPR and the LED. Concerning Ar-
ticle 52, the Hellenic DPA stated that Article 11 LED has 
been poorly transposed because the L. 4624/2019 does 
not provide the appropriate safeguards for the rights and 
freedoms of the data subject, at least the right to obtain 
human intervention on the part of the controller (Hellenic 
Data Protection Authority, 2020b, p.23).

/ Scientific Committee to examine the 
impact of AI in the Greek Judicial System

In February 2019, Mr. Michael Kalogirou, the then Min-
ister of Justice, Transparency, and Human Rights, issued 
a Ministerial Decision to establish a scientific committee 
entrusted with the task of examining the impact of AI 
on the Greek judicial system. The scientific committee is 
composed of members of the Greek Courts and Supreme 
Courts, academics, members of Greek law bars, and civil 
servants. The committee will submit proposals, inter alia, 
to the ministry, for the modernization of the existing le-
gal framework taking into account technological develop-
ments (Hellenic Ministry of Justice, Transparency, and Hu-
man Rights, 2019).

/ The potential impact of AI on human 
rights in the Constitution?

In February 2019, during the Greek Parliament’s Plenary 
Session on the revision of the Greek Constitution, Mr. Yian-
nis Maniatis acting as a rapporteur for the Movement for 
Change (KINAL) political party, proposed an amendment to 
Article 25 of the Greek Constitution regarding the poten-
tial impact of AI on the rule of law, and respect for human 
rights and fundamental freedoms. Τhe suggestion was not 
voted through (Maniatis, 2019).

/ Greece signs a motion for the 
examination of the role of algorithms 
and AI in the criminal justice system

In September 2018, Ms. Ioanneta Kavvadia, the then repre-
sentative of Greece at the Parliamentary Assembly (PACE) 
of the Council of Europe, signed a joint motion with more 

than twenty other representatives. The petition requested 
the PACE to develop a recommendation examining the role 
of algorithms and AI in the criminal justice system bearing 
in mind the Council of Europe standards on human rights 
and the rule of law (Cilevičs et al, 2018).

/ Greece signs a declaration of coopera-
tion on AI with EU Member States

In April 2018, 25 EU Member States signed a declaration of 
cooperation on AI. With this declaration, the Member States 
agreed to work together on different challenges raised by 
AI, from ensuring Europe’s competitiveness in the research 
and deployment of AI, to dealing with social, economic, eth-
ical, and legal questions. In May 2018, Mr. Costas Fotakis, 
the then Alternate Minister for Education, Research, and 
Religious Affairs, signed the declaration on behalf of Greece 
(Hellenic Republic, 2018).

/ Civil Society and Academia

/ Hellenic Data Protection Authority 
(HDPA)

The Hellenic Data Protection Authority (HDPA) is a consti-
tutionally consolidated independent authority. The HDPA 
posted guidance on its website stating that citizen rights 
should not to be subject to a decision based solely on au-
tomated processing, including profiling under Article 22 
GDPR. By using simple language, the HDPA has attempted 
to clarify the GDPR’s provisions of Article 22 and explain its 
connection with Articles 13, 14, 17, 18, and 21 (Hellenic Data 
Protection Authority, 2019).

/ National Commission for Human Rights 
in the Hellenic Republic (GNCHR)

The Greek National Commission for Human Rights (GN-
CHR) is an independent advisory body to the state and spe-
cializes in human rights issues. It was established by Law 
2667/1998, in accordance with the UN Paris Principles, and 
inaugurated on 10 January 2000. 

/ Hellenic Artificial Intelligence Society 
(EETN)

The Hellenic Artificial Intelligence Society (EETN) started in 
1996 and it is a non-profit scientific organization devoted to 
organizing and promoting AI research in Greece and abroad. 
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/ The Center for Security Studies (KEMEA)

The Center for Security Studies – KEMEA is a scientific, con-
sulting, and research agency supervised by the Minister of 
Citizen Protection involved in many of the research projects 
described above.

/ The Foundation for Research and 
Technology – Hellas (FORTH)

The Foundation for Research and Technology – Hellas 
(FORTH) was founded in 1983 and is one of the largest re-
search centers in Greece and it has a reputation for being a 
top-level international research institute. 

/ The National Center of Scientific 
Research “Demokritos” (NCSR 
Demokritos)

Founded in 1961, the National Center of Scientific Research 
Demokritos is the largest multidisciplinary research center 
in Greece. Together with Ernst & Young Greece, it found-
ed the Hellenic Artificial Intelligence Center of Excellence 
(NCSR Demokritos & EY, 2019).

/ The Center for Research and 
Technology Hellas (ITI/CERTH)

The Center for Research and Technology Hellas (ITI/CERTH) 
was founded in 2000 and it is listed among the TOP 20 EU 
research institutions with the highest participation in com-
petitive research grants. 

/ The Research and Innovation Center 
in Information, Communication and 
Knowledge Technologies “ATHENA”

The ATHENA Research and Innovation Center was founded 
in 2003. It is comprised of the Institute for Language and 
Speech Processing (ILSP), the Information Management 
Systems Institute (IMSI) and the Industrial Systems Institute 
(ISI).

/ The Institute of Communications and 
Computer Systems (ICCS) 

The Institute of Communication and Computer Systems 
(ICCS) was founded in 1992 and belongs to the School of 
Electrical and Computer Engineering (ECE) at the National 
Technical University of Athens (NTUA).

/ The Hellenic Scientific Council for 
Information Society (HSCIS)

The Hellenic Scientific Council for Information Society (HS-
CIS) was established in 2001 and its main purpose is to 
contribute to the development of the Information Society 
within a privacy preserving environment.

/ The Hellenic Association of Data 
Protection & Privacy (HADPP)

The Hellenic Association of Data Protection & Privacy 
(HADPP) is a non-profit group of professionals with a pas-
sion to exchange, analyze, communicate and educate on 
the ongoing issues of data protection, privacy and security. 

/ The Institute for Privacy Law, Data 
Protection and Technology (IPL)

The Institute for Privacy Law, Data Protection and Tech-
nology (IPL) was established by the European Public Law 
Organization and aims at advancing and promoting knowl-
edge and policy in the fields of privacy and data protection 
law, technology, society, and fundamental rights. 

/ The Open Technologies Alliance (GFOSS)

The Open Technologies Alliance (GFOSS) is a non-profit 
organization founded in 2008. Its main goal is to promote 
openness through the use and the development of open 
standards and open technologies in education, public ad-
ministration, and business.

/ Consumers’ Association The Quality of 
Life (EKPIZO)

EKPIZO was established in 1988 to protect consumer rights 
and improving the quality of life. It is a non-governmental, 
non-profit association with more than 24,000 members. EK-
PIZO is a member of the European Consumer Organization 
(BEUC).

/ Center for Consumer protection 
(KEPKA)

KEPKA is a non-governmental, non-profit, independent con-
sumer organization founded in 1982. KEPKA is a member of 
the European Consumer Organization (BEUC). 
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/ Homo Digitalis

Homo Digitalis is the first Greek civil society organization fo-
cused on the protection and promotion of digital rights. Its 
activities cover a range of topics related to data protection, 
privacy, freedom of expression and information online, in-
tellectual property, non-discrimination, and net neutrality. 
It was founded in 2018, and it is a member of European 
Digital Rights (EDRi).

Key takeaways
The use of Automatic Number Plate Recognition (ANPR) 
cameras by the Hellenic Police is a practice that requires 
special attention, since it could pose important challenges 
for the protection of the rights of individuals in Greece. Since 
the cameras are deployed in police vehicles they could, in 
theory, monitor nearby pedestrians or scan details of ve-
hicles that are not stolen. This raises important questions 
regarding the rights to privacy and data protection. The na-
tional law should provide thorough details and safeguards 
on the collection of this data, the purpose of the processing 
activities, and the retention period, as well as details of ac-
cess to this information by competent authorities.

In addition, the four  million euro contract given to Intra-
com Telecom to work with the Hellenic Police to develop 
an information system related to face recognition, auto-
mated fingerprint identification, document authentica-
tion, and complex information searches in existing da-

tabases, raises important human rights’ concerns. The 
police intend to use the software during routine stops to 
verify the identity of individuals. However, a national legal 
framework providing for the legal basis of such activities 
and for the appropriate safeguards for the rights and free-
doms of the data subjects involved is lacking. Also, one 
could argue that such a measure does not meet the cri-
terion of strict necessity that allows for the processing of 
biometric information provided for in Article 10 of the Law 
Enforcement Directive.

Moreover, it is clear that there are many Greek, or Greek 
stakeholder-led, research projects with a focus on the de-
velopment and deployment of ADM systems currently tak-
ing place. The fields of predictive policing and border man-
agement appear to be two of the most developed. However, 
the participation of state actors in these research projects, 
including national research centers such as KEMEA, the Hel-
lenic Police, and various ministries, including the Hellenic 
Ministry of Defense, is particularly noticeable. It is impor-
tant to mention that through these projects valuable tech-
nical expertise is acquired by the partners involved, which 
at a later stage could potentially be applied in real-life case 
scenarios.

At the same time, projects that focus on the use of ADM in 
the fields of healthcare, transportation, and medicine are in 
line with the National Digital Strategy of Greece and the aim 
is for these projects to assist the country in kick-starting its 
economic development. Such projects could create the in-
frastructure needed to boost the economy and make Greek 
stakeholders in these fields more competitive.

The use of Automatic Number Plate 
Recognition (ANPR) cameras could 
pose important challenges for 

the protection of the rights of 
individuals in Greece. 
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What a
lovely day. It’s 
great to eat 

outside.

That’s nonsense!
The case could last 

forever and you might 
not even win it!

No, I wouldn’t 
recommend doing it, it’s 

not worth it.

What did
I say? Let me

do this.

Bye,
thank you 

again. 

Are you 
sure?

Ok. Talk 
to you 
soon.

Ask your
friend, the lawyer, 

and we’ll see!

Do you want me to call 
Paolo? alright, I’ll do

it straightaway.

Yes,
except

that I’m in this 
shadow. I’m 

cold!

You know what?
I’m going to sue them. 
That’s it. We won’t have

this problem ever
again.

What is it? Some
trees over your wall. Hold

on a second, I’m going to tell you 
right now. I’m using a new system 
that makes everything quicker.

Just give me a minute.

May I ask you to cut
the branches that grew over 

the fence, please? Would
that be a problem?

Of course not, madam.
Not at all. I apoligise, we

just moved in and we hadn’t 
noticed it. I’ll cut them as

soon as possible.

You’ll
see how easily
I’ll win it! Trust

me.

 We
could move 
the table, if 
you’d like.

No, I just
wish they were able 

to respect our 
borders.

No.

Absolutely. 

Find out more on p. 150 in the research chapter under “
Is my complaint algorithmically sound? Predictive justice in Genoa (and beyond)”.
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In Italy, an 
appetite 
for face 
recognition 
in football 
stadiums
Right before the pandemic, the 
government and top sports 
authorities were planning 
a massive deployment of 
face recognition and sound 
surveillance technologies in all 
Italian football stadiums. The 
reason? To help fight racism.
By Fabio Chiusi

italy / Story

144� Automating Society Report 2020



At the beginning of 2020, just as the whole world was grap-
pling with increasing evidence of the discriminatory and 
racist outcomes of face recognition technologies, Italy 
mulled its widespread adoption in football stadiums as an 
essential tool in the fight against racism.

The issue had been at the forefront of the country’s main-
stream media coverage over the previous months, most 
notably because of the repeated racist chants and slurs 
made by supporters of Verona, Lazio, and other teams 
against Brescia superstar Mario Balotelli, who is black.

In February, right before the COVID-19 pandemic took Italy 
by storm, the Minister for Youth Policies and Sports, Vin-
cenzo Spadafora, had had enough, and he thought that 
technology should come to the rescue. He, therefore, an-
nounced that the Italian government was about to ex-
periment with, and deploy, “new technologies 
to support the work of police forces” in foot-
ball stadiums all over the country. And not 
just to prevent individuals who are banned 
from sports competitions from entering 
Italian stadiums: he wanted them to spot 
racist supporters, in real-time.

Spadafora did not specify which “new tech-
nologies” he was talking about. But others did. 
Luigi De Siervo, CEO of Lega Serie A, Italy’s top foot-
ball league, spoke about “the silent work” that institutions 
were doing. “We need to get all of the people who are ruin-
ing this wonderful sport, one by one”, he said. “With face 

recognition, this is now possible.” According to La Repub-
blica, De Siervo even went to Israel to study its latest ap-
plications.

The head of the Italian Football Federation (Federazione 
Italiana Giuoco Calcio, or FIGC), Gabriele Gravina, also 

talked about the same idea: “using technology will lead to 
high-definition face recognition of individuals who will be 
guilty of committing such crimes,” he had said in January. 
To Gravina, the project was meant to see the light in a rela-
tively short time span: “Experimentation will start rapidly, 
and then we will sensitize all interested parties, both clubs 
and leagues, towards using this technology.”

/ The police want to listen to your 
conversations in the football 
stands 
But it’s not just face recognition: the plan also included 
adopting sound surveillance systems, so-called “sonic ra-
dars”. Already, in October 2019, Gravina had hypothesized 
the adoption of the “passive radars” currently in use by 

anti-terrorism units, to “spot the source 
of a noise”, including private con-

versations between supporters 
in the stands – a feature that 
Gravina himself described as 
problematic in terms of pri-
vacy. However, this suppos-
edly meant that such systems 
would also be able to pick up 

racist conversations. Offenders 
could then be identified through 

face recognition.

Deploying such technologies would also bear legal con-
sequences, according to Gravina. In fact, Federcalcio was 
contextually planning to adopt a new regime of “objective 
responsibility” for football clubs: only those implementing 
the adequate technologies would be shielded from liabil-
ity for acts committed by supporters. This way, according 
to Federcalcio, they would also be free from extortion by 
hardcore, “ultra” fans, who often use racism as a threat to 
attain the goals of their blackmailing strategies. For exam-
ple, in September 2019, when Juventus FC stopped giving 
in to alleged extortion – demanding cheap season tickets, 
free drinks at stadium bars, and even invitations to club 
parties – ultras started singing racist chants as a reprisal, 
knowing all too well that it would have meant sanctions for 
the club. As a result, 12 ultras were arrested. 

While various media reports argued that some staffers 
within the Interior Ministry had serious doubts over the ef-
fectiveness of such technologies in real-life scenarios, oth-
ers uncritically praised them as “the next frontier of anti-
racism”. De Siervo even compared himself to former UK 

We need to get all of the 
people who are ruining this 
wonderful sport, one by 

one. With face recognition, 
this is now possible.

only those clubs 
implementing the 

adequate technologies 
would be shielded 

from liability for acts 
committed by sup-

porters.
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Prime Minister, Margaret Thatcher: “We will achieve in two 
years what Thatcher achieved in ten”, he argued.

But then, the pandemic struck, and everything changed.

/ The government vaguely 
confirms its plans, others remain 
silent
With the COVID-19 outbreak raging throughout northern 
Italy, the government brought Serie A to a halt on 
March 10. Stadiums would remain closed to 
the public until June, crucially delaying the 
planned deployments.

And yet, in an email exchange in May 
2020, a spokesperson for the Minis-
try of Youth and Sports “surely” – but 
vaguely – confirmed that “we are try-
ing to implement a series of tools to 
prevent racism in stadiums and that 
we’re working on that together with the 
FIGC.” No updates were deemed nec-
essary in a further written exchange 
in September, and no further answers 
have been provided to the precise questions asked by Algo-
rithmWatch concerning the plan.

Neither Lega Calcio Serie A nor Federcalcio replied to our 
questions also. And yet, that hasn’t stopped clubs from 
experimenting with face recognition in stadiums. Thanks 
to media reports, we are aware of pilot deployments both 
in Udine and Naples, where 190 face recognition cameras 
were activated in September 2019. A month later, video 
surveillance at the Neapolitan San Paolo stadium proved 
crucial in identifying some 32 supporters who were then 
each issued with a fine of 500 euros – 166 euros if paid 
within five days of notice – for the violation of the stadium’s 
security regulations.

/ Yet another job for S.A.R.I.
But it’s the Udine pilot that introduces the most relevant 
development. As detailed in the first edition of our ‘Auto-
mating Society’ report, an “automated system for image 
recognition” (“Sistema Automatico di Riconoscimento Im-
magini”, or “S.A.R.I.”) was already in use by the Italian police 
to apprehend criminals, both to match the face image of 
a suspect with those included in databases maintained by 
law enforcement (“ENTERPRISE” function) and to perform 

live face recognition from real-time video feeds (“REAL 
TIME” function).

Conceived in 2014, and deployed in several different set-
tings (from the port of Bari to a casino in Las Vegas), this 
system was also trialed in June 2019 at the Stadio Friuli, 
Udine, before the final match of the Under-21 European 
Cup. The objective was to pilot the monitoring function at 
the gates to keep supporters out who had previously re-
ceived a restraining order that bans them from entry. 

AlgorithmWatch repeatedly asked both 
Udinese FC and Reco 3.26, S.A.R.I.’s Puglia-

based creators, about the results of that 
trial deployment, but the football club 
delegated all answers to the develop-
ers, and the developers never replied 
to any questions. 

And yet, even in the absence of any 
publicly available evidence, De Siervo 

hinted at a future adoption of S.A.R.I. for 
all Italian football stadiums, explicitly stating 

that the system should realize this technological 
revamp of football stadium security would be “the same as 

that in use by police forces”. 

The lack of any public discussion around this topic did not 
prevent S.A.R.I. from being portrayed by mainstream me-
dia as a default security measure in both Inter and Milan 
FC’s plans for a new stadium to replace San Siro in the 
Lombardy capital. Here, it would not only check for banned 
individuals, but also for “potential terrorists”, according to 
Corriere della Sera Milano – its main selling point being that 
the software could allegedly analyze “a face at a 60 meters 
distance”.

But, again, there’s more. According to the same article, the 
plan that both Inter and Milan football clubs have shared 
with the municipality’s office includes “geolocalisation and 
sound sensors”, together with “software that is able to rec-
ognise abnormal behaviour, such as “loitering” or “the sud-
den presence of an object in a certain place.”

/ Former president of Italian DPA: 
“caution” should be applied
Racism. Terrorism. Loitering. Face recognition in stadiums 
takes on many guises – and even more deployments. Face 
recognition cameras are, for example, also installed at Ata-
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lanta’s newly named “Gewiss Stadium” in Bergamo. The re-
styled “Curva Pisani” features seven turnstiles and 40 video 
surveillance cameras, some of them equipped with face 
recognition technology. In 2016, the Italian Data Protection 
Authority authorized the use of the technology in Rome’s 
Stadio Olimpico.

But things have changed since then. In recent years, evi-
dence of inaccurate and discriminatory outcomes of face 
recognition technologies has increased. And that evidence 
should matter, argues the former president of the Italian 
DPA, Antonello Soro, in a written interview with Algorithm-
Watch conducted when he was still in office.

In the interview, Soro acknowledged 
that “the absolutely peculiar context 
of [a football] stadium is one… which 
… extensive use of biometric tech-
nologies… [is]… more evident.” As a 
result, safeguards are all the more 
important. And, since 2016, the “pecu-
liar dangers” of biometric surveillance 
– “especially when instrumental to an 
algorithmic decision-making process” 
– have become apparent, Soro calls 
for “further caution” before deploying 
such systems. In particular, they have to 
be made consistent with the law and need 
a privacy impact assessment. This is what the DPA has been 
talking about in his dialogue with the FIGC too, Soro wrote. 

However, the “real time” function of S.A.R.I., the one that 
would be relevant for Spadafora’s technological plans 
against racism, has only been subject to “preliminary dia-
logues” with the Interior Ministry during his time in office, 
wrote Soro. As a result, the proposal “has not been trans-
lated into a detailed project” – mainly because of the lack 
of an “adequate normative framework”, one that “details 
checks and balances” of the treatment of biometric data, 
especially for such a “significative one, both in terms of size 
and typology of performed operations.” 

No further updates have been provided under the current 
presidency of the DPA, which started in July 2020.

/ The COVID-19 pandemic as a way 
to repurpose face recognition 
In the absence of clear transparency rules, pilots and de-
ployments of face recognition technology began to multiply, 

hidden from public view. But then, the COVID-19 pandemic 
struck, halting competitions and emptying public spaces.

A foundational issue then came to the fore: when stadiums 
reopen, supporters will need to wear a mask to be allowed 
to enter the premises. But that spells doom for the accu-
racy of face recognition technology, as documented in a re-
cent National Institute of Standards and Technology (NIST) 
study. What to do? Could face recognition be upgraded in 
such a way that it can still recognize people, even though 
they are wearing masks? 

While many companies claim to have solved 
the issue, the available evidence suggests 

otherwise. This is possibly the reason 
why current pilots (and PR material from 
vendors) mostly focus on face recogni-
tion technology, without, rather ambi-
tiously, claiming to recognize an individ-
ual who is wearing a mask. The solutions 
that claim to do this mostly work in con-
junction with thermal scanning technol-
ogy and other tools used to scan public 
health during the pandemic.

One example of a pilot project is in Tu-
rin. The “Feel Safe” system – an “automat-

ed anti-virus gate” – was trialed at the match 
between Turin and Hellas Verona. The gate is designed to 
safely speed up the entrance of fans and is produced by the 
Milan-based company, Worldwide Exhibition System (WES). 
No information is available regarding what kind of biometric 
data the system takes into account, not even in corporate or 
PR material. A WES presentation only says that the FeelSafe 
system can “interface with a company’s entry management 
system, thanks to a system of biometric controls.”

Italy is, of course, not alone in experimenting with face rec-
ognition technology in stadiums. While Denmark, Belgium, 
and the Netherlands deployed the system for security 
checks – with varying results and legal challenges – it is also 
being thought about as a tool “to give fans personalized ex-
periences” at the Dodger’s Stadium in Los Angeles.

And yet, no country – apart from Italy – has tried to apply 
face and sound recognition systems to identify the authors 
of racist slurs.

Whether this idea will actually be implemented remains to 
be seen. We’ll be watching.

In recent 
years, evidence 

of inaccurate and 
discriminatory 
outcomes of 

face recognition 
technologies has 
increased. And that 

evidence should 
matter.
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Research
By Fabio Chiusi

Contextualization
/ A louder conversation, but mostly 
around “AI”
Even though it is still unrecognized as such, automated 
decision-making systems are increasingly at the forefront 
of policy and public debates in Italy. Specific legislative 
measures are absent, and — as noted in the first edition of 
this report — there is no formal definition of ADM for both 
government and private use. And yet, two sentences pro-
nounced in 2019 now prescribe clearer limitations around 
the use of ADM systems in education. This particularly re-
fers to the “Buona Scuola” algorithm, that mistakenly as-
signed thousands of teachers to the wrong professional 
destination according to mobility rankings in 2016, and 
which has since been discontinued.

ADM systems are at the heart of the debate surrounding 
the use of data to fight the COVID-19 outbreak, through 
a mobile phone app which has received consistent media 
coverage, and also related to Big Data predictive analytics 
when checking for fiscal consistency with the ISA Fiscal Reli-
ability Index implemented by the current government. Pre-
dictive policing has also made its mark in Italy and findings 
unearthed in this report clearly show how solutions like 
XLAW are widely deployed, tested, and implemented. Pre-
dictive justice and health projects are also being explored, 
mostly at the local level. 

However, for most Italians, the debate is about “artificial in-
telligence” and not ADM. In fact, the social and political im-
plications of “AI” still constitute the bulk of the mainstream 
rhetoric around the challenges and opportunities of auto-
mation, strongly hingeing on moral panics and “clickbait” 
mainstream media articles. At the same time, the public 
dimension of the tech-policy debate around algorithmic 
fairness, discrimination, and manipulation often proceeds 
almost entirely devoid of the mounting evidence coming 
from both academic literature and investigative journal-
ism.

/ Face recognition is suddenly 
everywhere
This might help explain why the increasing deployment of 
invasive ADM solutions — such as face recognition technol-
ogies — is still not properly appreciated by the population 
at large in Italy, despite the fact that an October 2019 Com-
paritech report (Forbes Italia 2019) bashed Italy’s “extensive 
use of biometrics, including face recognition in airports” 
adding that it was “causing concern among citizens”. And 
while face recognition has become wildly popular through 
smartphone applications like FaceApp, experiments with its 
uses have been taking place in public venues, and institu-
tions, such as stadiums, hospitals, and schools throughout 
the country and in the absence of any meaningful demo-
cratic debate, more experiments are already being planned.

As a result, no significant activism campaign has grown in 
response, thus allowing these experiments to go on mostly 
unchallenged or, when challenged by journalists and pun-
dits, to be met with a disconcerting lack of transparency. 
This is most apparent in the case of the — ever-evolving 
— SARI face recognition system used by law enforcement 
agencies. The system’s mysterious functioning has yet to be 
made fully public.

This lack of detailed scrutiny has also led to an increasing 
tendency to frame algorithms in a “dystopian” fashion, and 
(unjustly) identify them as the culprit of many of the current 
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drawbacks within Italian society. Algorithms are regularly 
blamed for polarization, lack of trust in institutions and the 
media, “fake news” — whether automated or not — and 
for the crisis in democracy. Furthermore, rising racism, hate 
speech, far-right nationalism, and intolerance have been 
substantially attributed to the personalization and micro-
targeting algorithms of digital platforms. Again, this has 
mostly happened without solid, peer-reviewed evidence or 
reporting on the actual persuasive effects of social media 
campaigns.

/ What Italians think about when 
they think about ADM
But what do Italians actually think about when they think 
about ADM? The best available proxy is to look into how 
and what Italians think about “AI” in decision-making con-
texts. In 2019, two polls tried to understand several aspects 
of the role of artificial intelligence in the daily lives of Ital-
ians, and some of the findings are relevant to the ADM 
debate. The AIDP-Lablaw survey, conducted by BVA DOXA 
and published in November 2019 (BVA DOXA 2019), argues 
that Italians are generally hopeful that AI will unearth so-
lutions and discoveries that would otherwise be inconceiv-
able (94%), and they widely believe that AI is beneficial to 
well-being and quality of life (87%). Also, 89% think robots 
will never fully replace human intervention — this broadly 
refers to the job market, but it might also be relevant in 
terms of ADM.

However, the Italians who were surveyed still fear that AI 
will end up having a commanding role in their lives (50% 
think there is a risk of machine predominance on mankind), 
and a large majority (70%) believe that “many jobs” will be 
lost as a result of the increase in automation. A crucial find-
ing was the startling consensus around regulating AI: 92% 
agreed that laws are necessary.

Another survey, also published in November 2019, tried 
to address a narrower issue: Are Italians concerned about 
“killer robots” — part of what we may label “ADM in war”? 
According to a YouGov poll within the international “Cam-
paign to Stop Killer Robots” (Rete Disarmo 2019), managed 
in Italy by Rete Disarmo, 75% of Italians are in favor of an 
international ban on fully autonomous systems equipped 
to kill human beings, and they go as far as proposing Italy 
as a leader in the design of international norms around the 
issue. A previous IRIAD Archivio Disarmo poll (March 2019) 
showed similar results. Support for the ban is also consist-
ent across the whole ideological and party spectrum.

Also, relevant to help understand attitudes towards ADM in 
Italy is a monster.it poll concerning automation in the hiring 
process. Published in December 2018, the poll concluded 
(Sole 24 Ore 2018) that almost half of the sample (45%) 
firmly believe that “robots will never be able to assess an 
applicant better than a human”. However, almost a quarter 
of respondents think that algorithms might be — and will 
be — helpful in assisting the evaluation of candidates. Six 
percent agreed that “algorithms will be so reliable and pre-
cise that they’ll be able to substitute humans”.

A catalog of ADM 
cases
/ Your boarding pass is your face: 
face recognition at airports
Face recognition technologies are being deployed, or are 
about to be deployed, at airports in Milan, Linate, Malpensa, 
and at Rome Fiumicino — three of the biggest hubs for both 
national and international flights in the country. The idea 
behind the adoption of the technology is to allow travelers 
to experience a “frictionless journey” by replacing identifi-
cation and boarding passes with the traveler’s own face. 
Airport authorities claim that this will make checks quicker, 
while at the same time the technology will increase security.

On February 12, 2020, a pilot deployment of face recogni-
tion technology started at Linate airport, and will last until 
the end of the year (Corriere Milano, 2019; Corriere della 
Sera, 2020). Called “Face Boarding”, the project initially in-
volves Alitalia flights to Roma Fiumicino only, and just for 
frequent and “Comfort” (i.e. business) class flyers. 

A trial deployment of face recognition is also expected to 
begin at Malpensa airport by the end of 2020 (Mobilita 
2019).

At Rome Fiumicino, the trial started in November 2019, and 
initially involved just one company, KLM, and one destina-
tion, Amsterdam (TgCom24, 2019). However, airport man-
agers claim that it will soon expand and that it will ultimate-
ly apply to all flights and all destinations in and out of the 
international airport.

Developers of the system, deployed through a collabora-
tion between ADR (Aeroporti di Roma) and electronic iden-

� italy / research

Automating Society Report 2020�  149

http://monster.it


tity solutions provider Vision-Box, claim that it only acquires 
biometric information of the traveler temporarily, and that 
all data is erased “within an hour of departure”: “Nothing 
will remain on ADR’s servers”, they write on the airport’s 
website. 

The biometric-based technological overhaul of both the Mi-
lan hubs, Linate and Malpensa, will cost 21 million euros, 
wrote all-news broadcaster TgCom24, and will include “six 
kiosks for enrollment (subscription to the program that links 
biometric data to a passport or ID card), 25 electronic board-
ing gates, 10 pre-security gates and 7 face security spots”.

Face recognition-powered “Automated Border Control 
Gates” (or “ABCGates”) were first installed at Naples airport 
in 2016, and manage the transit of some 2,000 passengers a 
day (Repubblica Napoli 2016). “The new technology 
helped providing Naples Airport passengers 
with a better experience”, says Alessan-
dro Fidato, the facility’s Infrastructure 
& Operations Director, “making tran-
sit and controls quicker and at the 
same time assuring that the stricter 
standards in security are observed at 
Italian borders”. The IT solution is pro-
vided by Sita, described in the media as 
a “world leader” in airport security technol-
ogy. The company claims to already serve some 
thirty governments worldwide.

More deployments are to be expected, especially in the 
aftermath of the COVID-19 pandemic, according to media 
reports (Il Messaggero, 2020).

No independent auditing or finding concerning any of these 
face recognition systems is publicly available, and none has 
been adequately debated among the general population.

/ These automated systems predict 
your health
Experiments with automated decision-making systems for 
predictive health are not new in Italy. And while projects 
such as RiskER and Abbiamo i numeri giusti are still ongo-
ing, another interesting predictive health project has been 
added to the Italian landscape throughout 2019. In the city 
of Vimercate, in the Lombardy region of northern Italy, the 
local branch of the public health authority (Azienda Socio 
Sanitaria Territoriale, ASST) has adopted open source cloud 
solutions (developed by Almaviva) which use algorithms to 

predict the beginning of chronic pathologies and post-sur-
gery complications (Giornale Monza 2019).

Building on a decade spent digitizing medical records, 
Vimercate hospital aims to more efficiently manage pa-
tients, including by personalizing treatments according to 
machine learning-powered analytics, thus reducing costs 
and optimizing logistics, while at the same time improving 
its “precision medicine” solutions.

“This is the first structured usage of AI within a hospital in 
Italy”, says Head of AI Solutions at Almaviva, Antonio Cer-
qua, who also revealed that the objective is to provide his 
company’s IoT platform, Giotto, “to a national network of 
hospitals”. According to Cerqua, “many have already shown 
their interest” (Il Giorno 2019).

Representatives from the con-
sulting giant Deloitte also vis-

ited the Vimercate hospital 
specifically because of this 
project, wrote Giornale di 
Monza.

“AI must not replace physi-
cians”, says Head of Informat-

ics at ASST Vimercate, Giovanni 
Delgrossi, “but support them, a tool that 

helps them making better decisions” (Sole 24 Ore 2019b).

/ Is my complaint algorithmically 
sound? Predictive justice in Genoa 
(and beyond)
In 2019, the first experiment with automated decision-mak-
ing within the justice system was developed at LIDER Lab 
Scuola Superiore Sant’Anna in collaboration with EMbeDS, 
KDD Lab and the Tribunal of Genoa (Gonews 2019).

Called “Predictive Jurisprudence”, it allows researchers 
to access and analyze — through machine learning tech-
niques — the corpus of rulings pronounced by the judiciary 
in the Liguria capital. The purpose of this is to extract mean-
ingful information for further processing, starting with the 
identification of common trends in jurisprudence focused 
on a specific subject matter (e.g., past judgments on a cer-
tain typology of crime or around similar court cases). 

This would provide a benchmark against which each hu-
man judge might assess the case before him or her, and 
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easily check for consistency with previous rulings in anal-
ogous situations. Ideally, it might even produce predic-
tions regarding a practitioner’s future behavior in similar 
cases.

Genoa Tribunal president, Enrico Ravera, argues that the 
aim of the project is not a mere “extrapolation of statis-
tics from case studies”, but rather to “apply artificial intel-
ligence techniques to jurisprudence”. More precisely, “Pre-
dictive Jurisprudence” is described by the research team, 
coordinated by Prof. Giovanni Comandé, as “a multilayer 
project unfolding into five interconnected but autonomous 
levels”.

In a written reply to an email request by AlgorithmWatch, 
Comandé and colleague Prof. Denise Amram said: “In the 
start-up phase, the project aims to analyze decisions with 
the corresponding files of trial courts according to the cri-
teria and methodologies developed in the Observatory on 
personal injury, applicable to areas of litigation other than 
non-pecuniary damages (level 1). The same materials are 
used also through techniques of Machine Learning to de-
velop both tools for annotation and automatic extraction 
of information from legal texts (level 2) and algorithms for 
analysis and prediction (so-called Artificial Intelligence level 
3).”

In particular, the researchers argue, “the architecture of the 
database designed to host the data acquired by the courts 
will be designed and trained for developing algorithms to 
automatically identify trends with reference to the criteria 
known to the interpreter, as well as to highlight new trends 
on the basis of possible bias/tendencies found by the algo-
rithm.”

Especially notable in terms of automated decision-making is 
the fact that “the algorithm aims to recreate and mimic the 
legal reasoning behind the solution(s) adopted in the judge-
ments by making predictable subsequent decisions on the 
same subject.” Automation is, therefore, applied to the sum-
marization and explanation of ideas: “These tools should 
also help to explain the reasoning underlying each decision, 
while the development of suitable tools to explain the crite-
ria defined by the developed AI (level 4) will be tested.”

Finally, in the last phase, “efforts and results in the different 
levels of research and development will be traced back to 
the attempt to structure the analysis of the legal argument 
at such a level of abstraction and systematicity as to con-
tribute to the simplification of all tasks (level 5).”

Selected case-studies currently involve a first pilot on 
“alimony in case of divorce”. Here, “queries are pre-deter-
mined by law, but their judicial interpretations continuously 
evolve”, write the researchers. “At this regard, current re-
form bills are proposing to introduce new criteria, whose 
efficacy could be discussed in light of our analysis.”

“The second pilot and the third one,” wrote Comandé and 
Amram, “develop within the Observatory on Personal Injury 
Damage studies. The algorithm may contribute to the iden-
tification of criteria for awarding non-pecuniary losses com-
pensation beyond the current interpretations and attempts 
to standardize these highly subjective head of damages. 
Within this core- analysis, the algorithm could be better-
trained to explain non-pecuniary losses in case of burn out, 
whose boundaries are still discussed both from clinical and 
legal perspectives.”

According to the researchers, “several Tribunals are joining 
the project. Among them the Tribunal of Pisa and Bologna.” 

In 2018, the Appeals Court and Tribunal in Brescia also start-
ed their own experiment with “predictive justice” through 
a pilot project that aims to extract predictions about the 
length of a lawsuit, and the principles that will most likely 
be adopted in evaluating it and goes as far as providing 
an estimated probability of having a complaint approved. 
(BresciaOggi 2018)

This is part of a two-year long collaboration between the 
justice system and the University of Brescia which consists 
of the following steps: identification of the subject matter  
to analyze, creation of a database for each topic, design-
ing of the “work groups” among university resources that 
will operationally interface with the tribunal, extraction of 
predictions by researchers and, finally, publication and dis-
semination of findings (AgendaDigitale 2019) — which, at 
the time of writing, are not yet available.

Policy, oversight 
and debate
/ Learning from the Buona Scuola 
algorithm debacle
The most important developments in the field of automated 
decision-making over the last year concern how the Italian 
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Courts responded to the claims of teachers affected by the 
structural mistakes made by La Buona Scuola algorithm. 
The algorithm was used to sort 210,000 mobility requests 
from teachers in 2016. The evaluation and enforcement of 
the mobility request procedure were delegated entirely to 
a faulty automated decision-making system (Repubblica, 
2019).

The algorithm has since been discontinued, and yet appeal 
cases against the decisions it made are still in the thou-
sands (10,000 teachers were affected, according to La Re-
pubblica), and, as noted in the first edition of the Automat-
ing Society report, these complaints are strongly grounded 
in facts — from bad programming choices, to deliberate ob-
fuscation strategies to prevent meaningful auditing of the 
source code of La Buona Scuola algorithm itself.

As a result, teachers were unjustifiably moved from Puglia 
to Milan, instead of within their own region, or displaced 
from their natural location in Padua. The system even auto-
matically forced two teachers with autistic children to move 
from the southern region of Calabria to Prato, in the north-
ern region of Tuscany.

Over the course of 2019, two specific rulings determined 
precisely how and why these automated mistakes resulted 
in illegal discrimination and choices over the professional 
and personal lives of thousands of individuals employed in 
the public education system. The first case was from the 
Consiglio di Stato (State Council 2019), and the second was 
from Section 3rd-Bis of the Tribunale Amministrativo (Ad-
ministrative Tribunal, TAR) of Lazio (n. 10964, September 
2019) (TAR Lazio 2019).

And while both institutions recognize the technical flaws that 
affected the performance of the ranking algorithm, they are 
also clear that the actual flaw is even more fundamental, as it 
involves the very rationale behind its deployment — accord-
ing to the TAR, even contradicting the Italian Constitution 
and the European Convention on Human Rights.

In fact, even though the State Council reminds us that the 
automation of decision-making processes within the ad-
ministration brings about “unquestionable benefits”, it also 
prescribes that these benefits can only be realized when 
such processes do not involve any “discretional judgment” 
on the part of the system. In particular, its “technical rules” 
(the programming and functioning) and decisions must 
always ultimately be the result of human judgment. Algo-
rithms might even work by themselves, but only when high-
ly standardized, repetitive procedures are involved.

Similarly, the TAR of Lazio concluded that “informatics pro-
cedures, were they to attain their best degree of precision 
or even perfection, cannot supplant, by entirely replacing it, 
the cognitive, acquisitive and judgmental activity that only 
an investigation entrusted to a physical person can attain”. 
Crucial, again, is the fact that the “whole” procedure was 
delegated to an “impersonal algorithm”, when instead auto-
mation may only serve an “instrumental”, “merely auxiliary” 
role within the administrative process – clearly specifying 
that algorithms may “never” be put in a “dominant” position 
when compared to human beings.

This has clear implications for the transparency and ex-
plainability of the motives behind the public administra-
tions’ decisions, as both rulings remark. However, the inter-
pretative frameworks differ. 

The State Council does not rule out the possibility of a trans-
parent, fully automated decision. It only bases its favorable 
response to claimants in the fact that the particular algo-
rithm deployed for La Buona Scuola was so compromised 
and chaotic as to be “unknowable”—neither to the affected 
teachers nor to the Court itself. However, the ruling imme-
diately adds that when full automation is involved, an even 
stronger notion of “transparency” should apply. A notion 
that “implies the full knowability of any rules expressed in 
languages other than the judicial”.

The TAR of Lazio, instead, defines the very possibility of 
such full automation as “deleterious Orwellian perspective”, 
suggesting that both transparency and explainability would 
be fundamentally compromised as a result.
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/ Algorithmic fiscal reliability 
rankings in practice
First introduced by the Gentiloni government in 2017, the 
ISA Fiscal Reliability Index finally came into use in 2019. 
Developed by SOSE (Soluzioni per il sistema economico), a 
subsidiary of both the Ministry of Finance (MEF) and Banca 
d’Italia, the system consists of an algorithmic scoring of fis-
cal trustworthiness. The system assigns precise benefits 
to higher rankings (above 8 out of a scale of 10), while at 
the same time prescribing stricter controls on those below 
6. This is based on the mere automated presumption of 
anomalies in consumption, properties, investments, and 
other financial behavior. Its rationale is to give fiscal sub-
jects a way to self-assess their position and preemptively 
fill any gaps that might alert authorities and lead to further 
scrutiny.

And again, detractors pointed out that the system is essen-
tially flawed. Corriere della Sera’s Dataroom interviewed 
“several accountants” in “many different regions of Italy”, 
and even though the methodology does not give statistical 
attribution and/or scientific weight to her findings, investiga-
tive journalist Milena Gabanelli concluded that errors might 
concern as many as 50% of taxpayers. As a result of the in-
troduction of ISA “we found”, Gabanelli wrote, “that 40 to 
50% of taxpayers shifted from a “congruous and coherent” 
fiscal position in income tax return for 2018 to an “insuffi-
cient” one in 2019, and vice versa” (Corriere della Sera 2019).

Errors allegedly resulting from the fact that taxpayers are 
not allowed to share which factors actually contribute to 
their annual incomes, thus facilitated misrepresentations 
and misunderstandings. It only takes a pregnancy, some 
vacant real estate, or a contingent surge in legal expenses 
to alert the system and potentially find yourself automati-
cally flagged for “anomalies”, claims Gabanelli, as the algo-
rithm is “badly programmed” and even less flexible and af-
fordable than the widely criticized “studi di settore”, based 
on an “inductive” method of fiscal scrutiny. Official data are 
still lacking.

Also, claims of a “Fiscal Big Brother” being algorithmically 
implemented, noted in the previous edition of this report, 
still represent the main framing around automated deci-
sion-making about fiscal matters in public debate. This is 
especially the case regarding a new, “anonymized” tool for 
predictive, Big Data analysis of taxpayers’ behavior which 
was also introduced with the 2019 Budget Law (Sole 24 Ore 
2019c).

Called “Evasometro Anonimizzato”, the tool will include 
“specific algorithms”, wrote financial newspaper Il Sole 24 
Ore, and will be able to cross-check the different databases 
held by the Italian fiscal authorities for inconsistencies in 
consumption patterns or in any other financial operation. 
Anomalies recognized by the “digital eyes” of the system 
will alert fiscal authorities, who can then summon flagged 
individuals for further scrutiny.

This algorithmic-driven monitoring has to be coupled with 
that of “open sources”, such as “news articles, websites and 
social media”, by the Italian fiscal authority, Agenzia delle 
Entrate. The monitoring system has been active since 2016, 
but was largely unknown to the public until January 2020. 
It was devised to “acquire all elements that could be use-
ful in knowing the taxpayer”, thereby helping the institution 
check the consistency of each individual’s fiscal behavior 
(Corriere della Sera 2019b).

Proof of how this system works revealed in several Court 
rulings — for example, from the Appeals Court of Brescia 
and Ancona — in which judges explicitly mentioned damn-
ing “documentation extrapolated from Facebook”. One ex-
ample is that of an ex-husband who was forced to pay living 
expenses to his former wife because of Facebook posts that 
depicted a lifestyle patently incompatible with the 11,000 
euros income he declared in his tax return for the previous 
year.

/ Predictive policing: the new 
normal?
Predictive, automated policing is rapidly widening its scope 
in Italy. While the 2019 Automating Society report showed 
how the KeyCrime software had been deployed in the city 
of Milan, experiments of implementation of another algo-
rithm-based solution, called XLAW, have recently spread to 
several other important municipalities.

Like KeyCrime, the XLAW software was also developed by a 
law enforcement official and it has already been deployed 
in the cities of Naples, Modena, Prato, Salerno, Livorno, Tri-
este, Trento, and Venice (Business Insider 2019), where it 
led to the arrest of a 55 year-old man accused of theft (Poli-
zia di Stato 2018). Law information website Altalex reports 
that the system’s accuracy is 87-93% in Naples, 92-93% in 
Venice, and 94% in Prato, but, at the moment, no independ-
ent auditing or fact-checking is publicly available for each of 
these trials (Altalex 2018).
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XLAW has a strong predictive component to it. In the case 
of Venice, for example, State Police boasted that “84% of 
felonies (“fatti-reato”) that have been either attempted or 
committed had been foreseen by the system”. As a result, 
XLAW, just like KeyCrime, is regularly portrayed as a success 
story.

And yet, the only official response concerning the actual 
results produced by KeyCrime in Milan over the years tells 
a different story. In reply to a FOIA request by VICE jour-
nalist Riccardo Coluccini, the Dipartimento per le politiche 
del personale dell’amministrazione civile e per le risorse 
strumentali e finanziarie of the Interior Ministry stated that 
it does not possess any “data or study concerning the soft-
ware’s impact on tackling crimes”, not even around the “var-
iables” considered by the system in making its automated 
decisions. (Vice Italy 2018)

In addition, full disclosure has been opposed by the ad-
ministration as the software is patented and proprietary, 
and as such the data enjoys “special protection” in terms 
of intellectual property rights. The Direzione Centrale Antic-
rimine of the Interior Ministry only uses it on a gratuitous 
loan, Vice reported.

The creator of XLAW, Elia Lombardo, describes the software 
as a probabilistic, machine learning-powered solution for 
trends and pattern discovery in crimes. The rationale be-
hind its workings is the “hunting reserves” model of crime-
spotting, that assumes “predatory” crimes (e.g. burglary, 
robbery) to be both “recurrent” and “residing”. This implies 
that one can deduce — or more accurately, induce — how 
criminal behavior will unfold, before it has happened, by 
intelligent analysis of the criminal history of a location over 
time. Lombardo claims to have done this by carefully ana-
lyzing 20 years of data and also by calling on his experi-
ence in the field. As a result, thanks to XLAW, law enforce-
ment officials can be alerted and deployed on the scene 
before a crime has even happened. At the same time, XLAW 
provides police officers with details as precise as “genre, 
height, citizenship, distinguishing features, and biometrics” 
of a potential suspect.

Lombardo states that this approach was validated by the 
“independent” analysis of two universities in Naples — the 
Federico II and Parthenope — before it was implemented.

/ Strategic documents on AI, and 
their relevance for ADM
Even in the face of a proliferation of examples of automat-
ed decision-making systems in every Italian citizen’s public 
life, policy responses have been notably absent.

The hypothesized Parliamentary Committee on AI Ethics 
has been shelved, with all three of the current governing 
parties proposing one focused on disinformation — still la-
beled “fake news” even in the face of wide opposition from 
academia — instead (Valigia Blu 2019).

A trans-disciplinary center on AI, proposed in the 2018 Digi-
tal Transformation Team’s White Paper, has not been real-
ized either. 

However, from January to June 2019, thirty experts con-
vened by the Italian Ministry of Economic Development 
(Ministero dello Sviluppo Economico, MISE) outlined a 
document that provides a foundation for the government 
when drafting the Italian Strategy on AI (“Strategia nazion-
ale per l’intelligenza artificiale”).

The resulting document was open for public consultation 
between 19 August 2019 to September 13 2019 (MISE 
2019), and its final version was published on July 2, 2020 
(MISE 2020). 

The strategy claims to be fundamentally rooted in the prin-
ciples of anthropocentrism, trustworthiness, and sustain-
ability of AI, with a strong accent on the necessity of an 
ethical use of AI and on the need to ensure technical trust-
worthiness starting from the very design of such systems. 
The ambition is no less than to spur a new “Renaissance” 
based on artificial intelligence, called “RenAIssance” in the 
final document. 

To steer the country in that direction, the report outlines 82 
proposals, some of which are relevant to understand how 
automated decision-making is framed in Italy. Even though 
not explicitly mentioned, ADM systems might benefit from 
the “national mapping” of experiments in regulating, test-
ing, and researching AI (“regulatory sandboxes”) that, ac-
cording to the Strategy, would be held by a newly hypoth-
esized inter-ministerial and multi-stakeholder “cabina di 
regia” dedicated to tackling the multifaceted regulatory, 
educational, infrastructural, and industrial issues raised by 
the implementation of AI.
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Echoing EU law, the document also asserts that explainabil-
ity of algorithmic decisions should be ensured through pro-
cedural transparency, “every time a decision that strongly 
impacts on personal life is taken by an AI system”. As per 
the EU Commission’s White Paper on AI, transparency 
should be proportional to the risk embodied by the AI sys-
tem under consideration. 

Creators and vendors of such systems should also be 
obliged to inform users whenever they deal with a machine, 
instead of a human, reads the Strategy, while appropriate 
sanctions and remedies should be put in place for automat-
ed decisions that entail discriminatory/illegal effects. Con-
sistent with the GDPR, this means that users must be able 
to effectively oppose any automated decisions, in a “simple 
and immediate” way. 

Even though still under development, “Trustworthy AI Im-
pact Assessment” is also explicitly mentioned as a tool to 
better understand actual risks implied by the use of auto-
mated systems. Benefits are strongly highlighted, though, 
as adoption of “AI” solutions should be promoted, accord-
ing to the document, for every “societal challenge”, and in 
particular to achieve a “better quality of life”, for example 
through deployments in the health, education, and “digital 
humanities” sectors. 

Artificial intelligence is also prominently featured in the 
“2025 Strategy for Technological Innovation and Digitiza-
tion” by the newly created Ministry for Technological In-
novation and Digitization within the current, second Conte 
administration. In It, AI is envisioned as “in the Nation’s 
service”, with an implicit reference to automated decision-
making processes, and especially useful in enabling “effi-
ciency” in repetitive administrative procedures that require 
a low degree of discretion.

At the same time, an ethical, trustworthy AI could help with 
respect regarding the constitutional principle of a fair and 
timely trial, according to the document. In fact, the judiciary 
system is explicitly mentioned as the first sector of public 
life in which the 2025 Strategy envisions experimentation. 
A newly formed “Alliance for Sustainable Artificial Intelli-
gence”, a joint committee made of both private entities and 
public institutions, will, therefore, have the task of devising 
an “Ethical and Judicial Statute for AI”.

“Beyond fixing a minimal set of guidelines”, the Alliance — 
through the so-called “AI Ethical LAB-EL” — will “establish a 
set of basic requirements for the acceptance of AI solutions 

for both the public and private sector”. According to the 
2025 Strategy, respect of these guidelines could become, in 
time, equivalent to an official “certification” that a certain AI 
solution is both ethically and judicially viable.

The document, however, contains no mention of the Na-
tional Strategy on AI, and provides no coordination among 
the two official plans for Italy’s AI-powered future.

Lastly, in April 2019, +Europa MP Alessandro Fusacchia 
launched an “Intergruppo parlamentare” on AI (CorCom 
2019). 

Key takeaways 
Italy needs to be more aware of how quickly automated 
decision-making systems are spreading in many sectors 
of public administration and public life. Face recognition 
technologies and other invasive ADM systems are being in-
creasingly adopted without any meaningful democratic de-
bate and/or dialogue with civil society and academia, thus 
potentially setting the stage for further problematic deploy-
ments.

The Buona Scuola algorithm failure, now enshrined in mul-
tiple rulings, should stand as a warning: automation can 
lead to very painful consequences when rushed and ill-con-
ceived, both for specific categories (in this case, the thou-
sands of teachers unjustly displaced by the faulty automat-
ed system) and the general population (the taxpayers who 
are ultimately paying the price of their legitimate appeals).

A general principle seems to be emerging. If it is to be truly 
beneficial and trustworthy, and bring about what Paola 
Pisano from the Innovation and Digitization Ministry, de-
fines as a “new Humanism of AI and a digital Renaissance”, 
machine intelligence must work with human intelligence, 
augmenting it rather than replacing it. Whether this 
means that full automation must be ruled out for public 
uses of ADM, or that we only need a better definition of 
what tasks and decisions should be fully automated is still 
a contentious issue. And it is an issue that will probably 
shape the Italian policy response to ADM-related issues — 
when there is one.
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